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1  |  INTRODUC TION

Customer transgressions have been present since the dawn of 
time (Li et al., 2018; Tunçel & Kavak, 2021; Yang et al., 2017). As 
the retailing landscape has migrated significantly to the online en-
vironment (Anesbury et al., 2016; Davydenko & Peetz, 2020; Yap 
et al., 2021), the complexity of such transgressions has profoundly 
increased (Garnefeld et al., 2019; Robertson et al., 2020; Wu, 
Xu, et al., 2019). This growth is attributed to the advancements 
and growth in technology (Izogo & Jayawardhena, 2018; Kostyk 
et al., 2017) and changes in customer behaviour due to COVID19 
(Kim et al., 2021; Kitz et al., 2021). With electronic marketplaces 
such as Amazon, Alibaba, and eBay gaining popularity, fraudulent 
customer behaviour increasingly affects sellers on such platforms. 

Fraudulent customer behaviour online can involve manipulating and 
concealing information, misrepresentation, indefinite descriptions, 
non- payments (Seger- Guttmann et al., 2018), and the fabrication 
of pertinent details in online transactions (Chang & Yang, 2022; 
Garnefeld et al., 2019; Seger- Guttmann et al., 2018). Some forms of 
fraudulent customer behaviour involve feedback extortion, unwar-
ranted chargebacks, broken replica scam, buyer claiming the item 
was not received, empty box claim, changed address, and overpay-
ment offers among others. Global e- commerce sale reaching $4.2 
trillion in 2021 and projections showing its continued increase in 
the coming years (Verdon, 2020). However, with this huge increase 
in online sales, fraudulent customer behaviour has also increased 
by 70% which is leading sellers to incur billions of dollars in losses 
(Hymas, 2021). Recently, an Amazon shopper in the United Sates 
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was found guilty of 300 fraudulent transactions of which 270 in-
cluded product returns where the buyer would purchase expensive 
items and initiate a fraudulent return whereby, they would result a 
similar less valuable item (Shalvey, 2021). This resulted in a total loss 
of USD290,000. Despite the need to understand factors that mo-
tivate individuals to engage in such behaviour, studies in this area 
remain limited and sparse (Junger et al., 2020; Lo et al., 2020).

Despite regions differing globally, common beliefs and values exist 
(Minton et al., 2015; Zehra & Minton, 2020). Religion emphasizes that 
individuals should not exploit others for possession and materialistic 
gains (Raggiotto et al., 2018; Roiland, 2016). Despite studies being con-
ducted on religiosity and customer behaviour, much of this has been 
focused on pro- environmental behaviour (Minton et al., 2018; Wang 
et al., 2020) and sustainable consumption (Elhoushy & Jang, 2021; 
Hwang, 2018). Bhuian et al. (2018) highlighted that religiosity has a 
profound impact on the attitude and behaviour of individuals, par-
ticularly ethical behaviours. To date, no study has examined the im-
pact of religiosity on fraudulent customer intention. Additionally, 
individuals are less concerned about the ethical implications online 
than traditional channels due to the lack of physical harm (R. Sharma 
et al., 2021). Studies on ethical judgements in an online context have 
shown inconclusive results as divergent behaviour is morally insignifi-
cant online (Wu & Chen, 2018). This highlights the need for more stud-
ies to investigate ethical judgement in the online context.

Recent studies in customer behaviour have started to explore the 
impact of psychological distance on behaviour (Cui et al., 2020; Elder 
et al., 2017; Hernández- Ortega, 2018). The study conducted by Elder 
et al. (2017) found that senses (i.e., touch and taste) that involve the 
need to be near the individual to feel less psychologically distances 
than those senses that do not involve the need for proximity (i.e., sights 
and hearing). The impact of social- psychological distance on online 
customer reviewers on social networking sites has also been studied 
by Hernández- Ortega (2018). Maglio (2020) reviewed the literature 
to ascertain factors influencing customers’ perception of psychologi-
cal distance. The study by Darke et al. (2016) found that psychological 
distance contributes to the customer's distrust of sellers who do not 
have a physical location or have physically distanced stores. This has led 
customers to be reluctant to make purchases online. Darke et al. (2016) 
highlighted that psychological distance leads to a lack of trust in on-
line sellers and customers concerned about being victims of fraud and 
scams by online sellers. However, studies have not investigated the 
impact of psychological distance on customers’ willingness to engage 
in fraudulent customer behaviour. Additionally, studies on counterfeit-
ing products have shown that despite its benefits, customers are often 
concerned about the social risks and likelihood of detection by others 
such as branded product companies, friends, co- workers, and employ-
ers (Chakraborty et al., 1996). Detection of divergent behaviour would 
risk the image of the individual (Wu, Bagozzi, et al., 2019). The study 
conducted by (Singh, Aiyub, et al., 2021) confirmed that customers 
were reluctant to engage in panic buying behaviour due to the fear of 
disapproval from society. Social risk has been shown to influence cus-
tomer behaviour due to disappointment and disapproval by significant 
others (Maziriri & Chuchu, 2017). Despite these studies confirming 

social detection risk as a key influencer of consumer behaviour, studies 
have not examined its impact in the online context, particularly cus-
tomers’ fraudulent intention on eBay.

To address the above gaps in the literature, this study examined 
customers’ fraudulent behaviour on eBay by adopting the theory of 
planned behaviour (TPB). TPB is used in this study due to its popu-
larity and uses in investigating customer perceptions and behaviour 
(Sharma et al., 2020, 2021; Sharma, Singh, Pratt, et al., 2020; Sharma, 
Singh, & Sharma, 2021; Singh, Sharma, et al., 2021). The theory has 
also been used to examine online divergent customer behaviour  
(R. Sharma et al., 2021). Construal Level Theory is combined with TPB 
to examine the impact of psychological distance. Psychological dis-
tance is added as a moderator for the three primary constructs of the 
TPB (namely attitude, subjective norms, and behavioural control) on 
fraudulent customer behaviour intention on eBay. Additionally, intrin-
sic and extrinsic religiosity factors are added to examine the impact 
of attitude towards customers’ fraudulent behavioural intention. This 
addition allows for the first quantitative investigation of religiosity in 
online fraud behaviour studies. Ethical judgement is added as a nega-
tive factor impacting customers’ fraudulent behavioural intention. This 
extension allows to address the gap and inconsistent results with ethi-
cal judgement studies in the online context. Finally, the social detection 
risk is another factor added to the TPB to examine the impact of repu-
tational and image threat of customers’ fraudulent intention on eBay. 
Subjective norms and social detection risk investigate both positive and 
negative drivers relating to society's normative beliefs on customers’ 
fraudulent behaviour. With these extensions to the TPB, a compre-
hensive model for understanding customers fraudulent behaviour on 
eBay. This would generate meaningful insights on the motivators and 
deterring factors of online fraudulent behaviour by understanding cus-
tomer psychology, perceptions and behavioural intention.

The remainder of the paper is organized as follows. First, we discuss 
the theoretical foundations of this paper. This includes a discussion 
on the TPB, Psychological Distance, and the Construal Level Theory. 
Next, in Section 3, the paper outlines the hypotheses of this study and 
proposes the conceptual model. Section 4 describes the methodology 
employed by this study. This includes a discussion on the sampling 
procedure, questionnaire development, and data analysis technique. 
Section 5 outlines the results from the analysis of data. Section 6 pro-
vides a discussion of the results in comparison to previous studies in the 
field. This section then goes on to discuss the theoretical and practical 
implications of research along. Section 6 also outlines the limitation of 
this study and propose directions for future research. The paper is con-
cluded in Section 7 by outlining the key aspects of this study.

2  |  LITER ATURE RE VIE W

2.1  |  Online customer fraud

Customer fraud is a common and growing problem for online busi-
nesses (Junger et al., 2020; Nanda & Banerjee, 2021) and has re-
ported losses of approximately $1 billion annually (Internet Crime 



    |  3
bs_bs_banner

SHARMA et Al.

Complaint Centre, 2015). The evolution of the internet has pro-
vided scammers with a vehicle for plying their trade internationally. 
Customer fraud is often coined as any fraudulent activity that con-
siders individuals as victims (Chua & Wareham, 2008; Pouryousefi 
& Frooman, 2019). The phrase is used interchangeably with other 
phrases such as customer swindle, customer scams, and con (Chua & 
Wareham, 2008; Pouryousefi & Frooman, 2019), whereby custom-
ers participate voluntarily without knowing the repercussions of 
their doings.

Often online customer fraud is construed to have the same traits 
as traditional customer fraud, however drawing from the fine dis-
tinction of engagement of online transactions. These acts habitually 
comprise manipulating and concealing information, non- payment, in-
definite descriptions, misrepresentation, and fabrication of pertinent 
details of the online transaction (Madu & Madu, 2002; Pouryousefi 
& Frooman, 2019; Xiao & Benbasat, 2011). Such acts lead to custom-
ers making broad generalizations that the online sellers are unreli-
able, subsequently affecting their perceptions and interaction about 
online buying (Darke et al., 2016; Darke & Ritchie, 2007; Pavlou & 
Gefen, 2004). Despite customer fraud involving a wide range of 
definitions and actions, this study specifically looks at one type of 
customer fraud. Frequent customer behaviour involves customers 
falsely claiming that they have not received an item they purchased 
from eBay. As a result, customers fraudulently claim a refund for the 
purchase or request the seller to resend another item.

3  |  THEORETIC AL BACKGROUND

3.1  |  Theory of planned behaviour

Many studies have adopted the TPB to understand fraudulent 
customer behaviour (Beck & Ajzen, 1991; Cronan et al., 2018; 
Jafarkarimi et al., 2016). This theory is the most appropriate to 
understand factors motivating customers to engage in fraudulent 
customer behaviour on eBay. The TPB is used to explain factors mo-
tivating individuals’ intention to engage in a behaviour (Ajzen, 1991). 
According to TPB, attitude, perceived behavioural control, and sub-
jective norms are three main predictors of customers’ behavioural 
intention (Ajzen, 1991). If an individual has strong intentions to en-
gage in a behaviour, there is a high likelihood of engaging in that 
behaviour.

Ajzen (1991) has highlighted that TPB can be extended by adding 
constructs that are different and offer a contribution. Studies have 
extended TPB by adding ethical judgement. Awang and Ismail (2018) 
extended TPB by adding ethical judgement that was confirmed as 
an antecedent to financial reporting fraud intention. A similar ex-
tension was done by Kashif et al. (2018) that to investigate the 
manager's ethical behaviour. Cronan et al. (2018) also extended the 
TPB with ethical judgement to assess students’ academic integrity 
intention. Additionally, R. Sharma et al. (2021) added ethical judge-
ment as a moderator in the TPB to explore the divergent behaviour 
of gamers. These studies highlight that ethical judgement is a key 

factor that contributes to understanding individuals’ divergent be-
haviour. Therefore, this study incorporates ethical judgement to 
the TPB. Religiosity is a key factor influencing an individual's posi-
tive attitude and behaviour, particularly ethical behaviours (Bhuian 
et al., 2018). Ali et al. (2018) conducted a study to examine custom-
ers’ halal purchase intention by extending the TPB with religiosity as 
a moderating factor. Similarly, Charsetad (2016) confirmed religios-
ity as an additional determinant to the TPB influencing blood dona-
tion behaviour. The study conducted by Singh, Sharma, et al. (2021) 
confirmed intrinsic and extrinsic religiosity were key determinants 
of small family- owned businesses towards environmental sustain-
ability intention. The study also confirmed ethical judgement as a 
moderator between the TPB constructs of positive attitude, sub-
jective norms and environmental sustainability intention (Singh, 
Sharma, et al., 2021). Based on the adoption of factors by Singh, 
Sharma, et al. (2021) that extended the TPB theory by including re-
ligiosity and ethical judgement, this study adds religiosity to exam-
ine fraudulent customer behaviour on eBay. Ethical judgement and 
religiosity have been explored by studies (Alsaad et al., 2021; Kashif 
et al., 2017; Sulaiman et al., 2021; Uysal & Okumuş, 2019) however 
not in the context of fraudulent customer behaviour.

3.2  |  Psychological distance and construal 
level theory

According to the Construal- Level Theory (CLT), despite the psycho-
logical and physical distance being related, they are imperfectly cor-
related (Darke et al., 2016). The influence of physical distance on the 
psychological distance impacts an individual's decision- making and 
judgement (Fujita et al., 2006). Literature has distinguished the dif-
ferences between the dimensions of psychological and physical dis-
tance (Chang et al., 2004; Conway & Swift, 2000; Lydon et al., 1997). 
This paper adopts the definition of physical distance as the quanti-
fiable distance between two points (e.g., meters), as suggested by 
Maglio (2020). The term psychological distance refers to “the degree 
to which an object is perceived to be tangible or immediately present 
in terms of the here- and- now” (Maglio, 2020). As such, a retailer with 
a local store would be perceived as less psychologically distanced 
than a retailer that does not have a physical store. The differences in 
customers’ judgement about these two retailers should be explained 
by the concept of psychological distance (Darke et al., 2016).

Considering many of the sellers on eBay are purely virtually pres-
ent, customers would perceive their existence as less tangible than a 
seller with a physical store. This would remain true despite the great 
physical distance between the customer and the seller leading to 
no service benefits or convenience being deprived for the customer 
(Darke et al., 2016). Thus, the mere physical presence of a seller is 
enough to reduce customers’ perception of psychological distance 
compared to a purely online seller. According to the CLT theory, 
context plays a crucial role in the impact of psychological distance 
on customer behaviour and its consequences (Darke et al., 2016; 
Maglio, 2020). This study will apply the CLT theory to understand 
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the role of psychological distance on fraudulent customer buying 
behaviour when engaging with sellers on eBay.

4  |  CONCEPTUAL FR AME WORK AND 
HYPOTHESES DE VELOPMENT

Commitment to follow God's values, beliefs, and principles are de-
fined as religiosity (Bhuian et al., 2018). Due to the complexity of 
religiosity, it is categorized into intrinsic and extrinsic religiosity fac-
tors. The concepts of intrinsic and extrinsic religiosity factors have 
distinct differences. Intrinsic religiosity- driven individuals try to 
follow the religious teachings and achieve the goals set by religion 
(Chang et al., 2019). However, extrinsic religiosity- driven individu-
als attempt to fulfil non- religious goals through the use of religion 
(Raggiotto et al., 2018).

Studies have confirmed that religiosity influences the attitude 
and actions of individuals (Bhuian et al., 2018; Singh, Sharma, 
et al., 2021). Ajzen and Fishbein (1980) also highlighted that reli-
gion influences an individual's attitude and that religion influences 
an individual's behaviour. Intrinsic driven individuals’ approaches 
towards life and actions align with religious values and beliefs 
(Graafland, 2017). Additionally, such individuals will consume 
responsibly to protect others (Wang et al., 2020). Religious doc-
trine, rules beliefs are followed by individuals in consumption be-
haviour (Agag & Colmekcioglu, 2020). A recent study conducted 
by Elhoushy and Jang (2021) found that religious customers are 
likely to reduce waste food. Based on these studies, it is reason-
able to expect that customers driven by intrinsic religiosity would 
be less likely to have a positive attitude towards fraudulent cus-
tomer behaviour on eBay. Therefore, the following hypothesis is 
developed:

Hypothesis 1a Intrinsic religiosity of customers negatively influences 
attitude.

Attitude is considered as the feelings or assessments an individ-
ual has towards performances or entities (Ajzen, 1991). It seeps out 
a measure that elucidates customers’ actions about performing spe-
cific actions on the internet (Schlosser, 2003). The intention to use 
religion by an individual to gain social approval and recognition is re-
ferred to as extrinsic religiosity (Raggiotto et al., 2018). The ultimate 
goal for individuals driven by extrinsic religiosity is not to acknowl-
edge the beliefs and values of the religion but to promote self- interest 
(Raggiotto et al., 2018). Studies have confirmed the relationship be-
tween the desire to gain appreciation and recognition from others in 
society and behavioural intention (Gao et al., 2017). This is mainly in 
pro- environmental behaviour to achieve self- serving goals and the 
approval of society (Minton et al., 2015; Wang et al., 2020). In the 
context of tourism, Wang et al. (2019) found that tourists high in 
extrinsic religiosity have a greater need to stay in environmentally 
friendly hotels. Based on these studies, it is reasonable to expect 
that customers driven by extrinsic religiosity would be less likely to 

have a positive attitude towards fraudulent customer behaviour on 
eBay. Therefore, the following hypothesis is developed:

Hypothesis 1b Extrinsic religiosity of customers negatively influences 
attitude towards fraudulent behaviour on eBay.

Attitude is a predictor of behavioural intentions and is predicted 
by behavioural beliefs (Davis, 1989; Zhang & Kim, 2013; Zhang 
et al., 2019). Correlating probable behaviour with several features 
such as abilities, emotions, and traits may create a set of beliefs 
(Dossey & Keegan, 2008; Jung, 1971). These correlations are formed 
through annotations, involvements, information procurements, and 
inferences (Fishbein & Ajzen, 1975; Jahng et al., 2007). Such beliefs 
may ultimately linger, causing them to be reinforced, destabilized, 
or be traded by new beliefs (Jahng et al., 2007). This study defines 
customers’ attitude towards fraudulent behaviour as their attitude 
towards falsely claiming they have not received an item they pur-
chased from eBay.

It is argued that a positive attitude leads to positive intentions, 
while a negative attitude leads to negative intentions (Fishbein & 
Ajzen, 1975). Attitude is also an essential factor influencing an in-
dividual's ethical decision- making (Uzun & Kilis, 2020). Studies have 
shown that having a positive attitude towards cheating influences 
an individual's behavioural intention (Bolin, 2004). A meta- analysis 
conducted by Whitley (1998) also found that students that had a 
positive attitude towards cheating had a higher intention to cheat. 
Similar results were found by other studies conducted by Uzun and 
Kilis (2020) and Quoquab et al. (2017). Therefore, it is hypothesized 
that:

Hypothesis 2 Attitude towards fraudulent behaviour on eBay posi-
tively influences fraudulent customer intention on eBay.

Subjective norms have become an underlying notion in analys-
ing intention and behaviour (Connell & Kozar, 2012), seeping out 
from the TPB (Fishbein & Ajzen, 1975). It gauges an individual's per-
ceptions of societal pressure, making them decide whether or not 
to engage in a particular action (Cialdini & Trost, 1998; Fishbein & 
Ajzen, 1975). It raises the question of the likelihood to what extent 
the individual wishes to comply with the expectations from society 
(Bobek et al., 2007; Cialdini & Trost, 1998). Habitually, these soci-
etal pressures are from people whom the individual considers sig-
nificant to them (Cialdini & Trost, 1998) and can consist of peers, 
families, colleagues, online discussion forums (Raman, 2019; Taylor 
& Todd, 1995).

Studies have found that ethical behaviour is most influenced by 
peer- related variables (Uzun & Kilis, 2020). Empirical results from 
a study by McCabe and Trevino (1997) involving nine universities 
confirmed this. According to Whitley (1998), individuals who are 
part of a social environment that condones divergent behaviour 
are more likely to engage in such behaviour. Subjective norms influ-
enced unethical behaviour on social networking sites in the study 
conducted by Jafarkarimi et al. (2016). In the context of online game 
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cheating, Wu and Chen (2013) and R. Sharma et al. (2021) found 
that normative pressure influenced their cheating behaviour. These 
studies highlight that individuals engage in unethical and fraudulent 
behaviour when their significant others do so. Due to fraudulent 
behaviour online behaviour becoming so common, this study as-
sumes that customers’ significant others influence their fraudulent 
behaviour on eBay. Therefore, it is hypothesized that:

Hypothesis 3 Subjective norm positively influences fraudulent cus-
tomer intention on eBay.

Like subjective norms, perceived behavioural control aspires 
to look into how an individual believes the behaviour will be or is 
currently under his voluntary control (Ajzen, 1991). Perceived be-
havioural control has gained recognition in depicting, predicting 
and influencing individuals’ behaviour and intention (Trafimow & 
Duran, 1998). It is believed perceived behavioural control is a ripple 
effect, that is, a positive attitude leads to a more favourable subjec-
tive norm, which subsequently leads to higher perceived behavioural 
control and intention (Ajzen, 1991; Ajzen & Fishbein, 1980; Armitage 
& Conner, 2001; Orbell, 2003).

Perceived behavioural control refers to an individual's evalu-
ation of resources and opportunities available to engage in action 
(Ajzen, 1991). The control beliefs are the opportunities, resources, 
and obstructions that enable individuals to act in a particular way 
(Ajzen, 1991). It is the extent of difficulty/ease of engaging in an 
action (Armitage & Conner, 2001). The anticipated problems and 
past experiences of an individual influence an individual's intention 
to engage in behaviour (Ajzen, 1991; Armitage & Conner, 2001; 
Orbell, 2003). According to Jereb et al. (2018), individuals who can 
use ICT effectively are more likely to engage in fraudulent customer 
behaviour. Empirical results have also shown that more experienced 
computer users are more likely to engage in fraudulent customer 
behaviour (Eret & Ok, 2014). Additionally, R. Sharma et al. (2021) 
suggested that the absence of anti- cheating systems would make 
it easier for gamers to engage in cheating in online games. Based on 
the above discussion, this study assumes that if customers find it 
easy to falsely claim that they have not received an item and claim a 
refund or additional item, it will increase customers’ fraudulent eBay 
intention. Therefore, it is hypothesized that

Hypothesis 4 Perceived behavioural control positively influences 
fraudulent customer intention on eBay.

Engaging in divergent behaviour encompasses risk. Wu, Bagozzi, 
et al. (2019), in their study, introduced the concept of perceived de-
tection risk. It is defined as the “perceived likelihood that an individ-
ual's use of counterfeit products will be discovered or found out by 
important others” (Wu et al., 2019). This study will define perceived 
social detection risk as the risk of fraudulent customer behaviour 
discovered by their significant others. The interactions between 
customers can potentially lead to conflicts (Rihova et al., 2018; 
Wu, 2007). In the context of pilgrimage, the differences in religious 

background and motivation (Nyaupane et al., 2015) in the context 
of pilgrim- to- pilgrim interaction is also relevant particularly when 
studying negative outcomes of interactions (Casais & Sousa, 2020). 
The study by Casais and Sousa (2020) found that interactions be-
tween non- purists and purists during pilgrimage leads to judge-
ment, discomfort, and conflicts. Therefore, interactions or the 
absence of interactions would likely dissipate the social detection 
risk. Additionally, a negative relationship has been found between 
detection risk and an individual's divergent behavioural intentions 
(Wu et al., 2019). Similar results were found by Wang et al. (2011) in 
the context of music privacy intentions. Therefore, it is hypothesized 
that:

Hypothesis 5 Social detection risk negatively influences fraudulent 
customer intention on eBay.

Ethical judgement seeps out from the traditional definition of 
ethics, which is regarded as examining the necessary foundations of 
morality. These include virtuous judgements, standards, prescribed 
set of rules, and comportments (Robin & Reidenbach, 1987). Ethical 
decision- making can occur at any time of the day or situation and 
can influence how individuals observe, review, and have behavioural 
intentions (Jones, 1991; Wen- yeh, 2018). Customer ethics has been 
studied as a topic of much research (Hassan et al., 2021). These eth-
ical decisions can often be affected positively or negatively depend-
ing on the intensity of an ethical predicament, individual experience, 
and situational issues (Wen- yeh, 2018). According to Kimppa and 
Bissett (2005), fraudulent behaviour is considered disdainful and un-
ethical. The ethical judgement diminishes their intention to engage 
in unethical behaviour (Carrington et al., 2016; Jiang et al., 2019). 
Therefore, it is hypothesized that:

Hypothesis 6 Ethical judgement negatively influences fraudulent cus-
tomer intention on eBay.

The psychological distance, specifically the proximity of a moral 
issue, profoundly impacts an individual's ethical decision- making 
(Jones, 1991). Individuals are more likely to behave ethically with 
people they know rather than those they do not know personally 
(Latan et al., 2018). Mencl and May (2009) found that physical prox-
imity moderates the relationship between the magnitude of the con-
sequence of an action and an individual's moral intentions. Therefore, 
individuals who perceive higher social or temporal distance from 
those who can pass judgement are more likely to engage in unethi-
cal behaviour (Agerström & Björklund, 2009; Tumasjan et al., 2011). 
This study assumes that the relationship between attitude towards 
fraudulent customer behaviour and fraudulent customer intention 
is stronger when individualists perceive a higher psychological dis-
tance from the online seller. Therefore, it is hypothesized that:

Hypothesis 7a The positive relationship between attitude and fraud-
ulent customer intention on eBay is stronger for individuals who 
perceive high psychological distance from the seller.
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Peer influence is also impacted by an individual's perceived psy-
chological distance (Trope et al., 2007). Prior studies have shown that 
out- group members are thought of as more abstract than the in- group 
members (Fiedler et al., 1995; Trope et al., 2007). According to psychol-
ogy literature, in- group members of a social group are those that an 
individual identifies with compared to out- group members with whom 
an individual does not identify. Therefore, when an individual is faced 
with a decision, the recommendation of close individuals becomes 
very influential. Customers have stated that peer influence is a key 
factor driving online fraud intentions (Rosenbaum & Kuntze, 2003). 
This study assumes that the relationship between subjective norms 
towards fraudulent customer behaviour and fraudulent customer in-
tention is stronger when individualists perceive a higher psychological 
distance from the online seller. Therefore, it is hypothesized that:

Hypothesis 7b The positive relationship between subjective norm and 
fraudulent customer intention on eBay is stronger for individuals 
who perceive high psychological distance from the online seller.

There has been a drastic change in customer and retailer be-
haviour with e- commerce. The opportunities for customers to en-
gage in fraudulent behaviour towards online sellers and the ease 
of committing such acts have increased (Amasiatu & Shah, 2018; 
King & Dennis, 2006). Studies show that e- commerce transactions 
are riskier for both parties than traditional transactions (Bodur 
et al., 2015), and without the presence of a physical store, this risk is 
further increased (Darke et al., 2016). This implies that it is easier for 
individuals to engage in fraudulent customer behaviour when there 
is a higher perceived psychological distance from the online seller. 
Therefore, it is hypothesized that:

Hypothesis 7c The positive relationship between perceived be-
havioural control and fraudulent customer intention on eBay is 
stronger for individuals who perceive high psychological distance 
from the online seller.

Social detection risk is the “perceived likelihood that an individ-
ual's use of counterfeit products will be discovered or found out 
by important others” (Wu et al., 2019). Individuals are more likely 
to behave ethically with people they know rather than those they 
do not know personally (Latan et al., 2018). Mencl and May (2009) 
found that physical proximity moderates the relationship between 
the magnitude of action's consequence (risk of detection) and an in-
dividual's moral intentions. This implies that individuals perceive that 
the risk of detection is lower when considering engaging in fraudu-
lent acts when a high psychological distance is perceived with the 
online seller. Therefore, it is hypothesized that:

Hypothesis 7d The negative relationship between social detection risk 
and fraudulent customer intention on eBay is weaker for individ-
uals who perceive high psychological distance from the online 
seller.

Studies on psychological distance and an individual's judge-
ment have been explored using the CLT (Tumasjan et al., 2011). 
According to Eyal et al. (2008), moral situations need to be eval-
uated more sternly when the psychological distance is high. 
Research has shown that an individual's ethical judgement is 
more severe when actions are presented with high psychologi-
cal distance from individuals judging that action (Agerström 
& Björklund, 2009; Eyal et al., 2008). The study by Tumasjan 
et al. (2011) found that moral transgressions of an individual are 
consistent with psychological distance. That is, lower ethical 
judgement is expected when the psychological distance is high. 
Therefore, this study assumes that the relationship between eth-
ical judgement and fraudulent customer intention is weaker when 
the customer perceives a high psychological distance. Therefore, 
the following hypothesized is proposed:

Hypothesis 7e The negative relationship between ethical judgement 
and fraudulent customer intention on eBay is weaker for individ-
uals who perceive high psychological distance from the online 
seller.

Based on the above discussion, the conceptual framework for 
this study is formulated (see Figure 1). It illustrates all the hypothe-
ses proposed by this study.

5  |  RESE ARCH METHOD

5.1  |  Participants and procedure

The population for this study consists of individuals who purchase 
from eBay. This population is appropriate as the study aims to deter-
mine factors driving customers’ fraudulent intention on eBay. Two 
academics examined the research instrument at the University of 
the South Pacific (USP) to establish content validity. Changes were 
made based on their feedback. Following this, the pilot study was 
conducted with 20 post graduate students at USP. Small changes 
were made to the wordings of the items to enhance the understand-
ability of the scales.

Subsequently, the full- scale survey was conducted on 
Facebook. Facebook is the most popular social networking site in 
Fiji (Sharma, Singh, & Aiyub, 2020). The largest group relating to 
eBay in Fiji is called “eBay Online (Fiji)”. There are around 68,200 
members in this group. A list of all members was obtained for 
this group. The “eBay Online (Fiji)” group administrators per-
mitted to target only 3000 respondents to avoid annoying their 
group members. From this obtained list, a random sample of 
3000 respondents was selected. Links to the online question-
naire were sent to these individuals. This method of data collec-
tion has been previously employed by Liu et al. (2019). It ensures 
both ease of data collection and a random sampling technique 
to be applied.
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5.2  |  Social desirability bias (SDB)

Due to this study's topic focusing on divergent behaviour, it was im-
portant to control for social desirability bias (SDB). To avoid SDB 
issue, online data collection over traditional questionnaire distri-
bution was used (Chang & Vowles, 2013; Joinson, 1999). Holbrook 
et al. (2003) and Kreuter et al. (2008) have highlighted that SDB is 
lower with online surveys than other data collection methods. Also, 
respondents of the survey were assured about confidentiality and 
anonymity to further control for SDB. The survey did not require 
respondents to provide personal information (name, phone contact, 
address) that would make them feel uncomfortable and increase 
SDB.

5.3  |  Measures

The scales used in the research instrument were verified by previous 
studies and modified to fit this study's context. A seven- point Likert- 
type scale that ranged from “strongly disagree” (1) to “strongly agree” 
(7) was employed. According to Chen et al. (2011), the seven- point 
Likert- type scale has higher reliability. Pre- validated scales were al-
tered to fit the context of this study. Intrinsic religiosity and extrinsic 
religiosity scales were sourced from Wang et al. (2020). Attitude was 
a five- item scale adopted from Ajzen and Fishbein (1980). Subjective 
norms was a five- item scale adopted from Venkatesh et al. (2003), 
and perceived behavioural control was a three- item scale adopted 
from Bagozzi et al. (2003). Ethical judgement was a three- item scale 

adopted from Sharma and Chan (2017), while social detection risk 
was a three- item scale adopted from Wu, Bagozzi, et al. (2019). The 
moderating factor of psychological distance was a four- item adopted 
from Darke et al. (2016). Darke et al. (2016) acknowledge that psy-
chological distance is challenging to measure in customer- focused 
studies due to the absence of an established scale. Four semantic 
differential items were adopted by Darke et al. (2016) that assessed 
perceived distance of the retailer (very near/very far), hypothetical-
ity (very real/very hypothetical), concreteness (very concrete/very 
abstract), and tangibility (very tangible/very intangible) that were 
derived from Bar- Anan et al. (2006). Refer Table 3 for details about 
the items. The survey was conducted between November 2020 
and December 2020, with three reminders sent to the respondents 
every week. This led to the collection of 461 completed responses.

5.4  |  Analysis

Before using the collected data for analysis, preliminary tests were 
performed to identify issues in the data. First, the Z- score values 
were used to identify outliers in the data. This led to the removal 
of 11 responses. Second, Kurtosis and Skewness tests were per-
formed to ensure that the data were normally distributed. The val-
ues met the recommended limits suggested by Hair et al. (2010). 
Third, the absence of multicollinearity issues was confirmed by 
ensuring that the variance inflation factors were less than five 
and the tolerance values were above 0.1. The data met these 
requirements, thus confirming the absence of multicollinearity 

F I G U R E  1  Conceptual framework
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issues. Covariance- based structural equation modelling (CB- SEM) 
was employed with the use of SPSS (24.0) and AMOS (24.0). CB- 
SEM is a popular method in customer behaviour studies (Dash & 
Paul, 2021).

5.5  |  Demographic profile

Upon examining the respondents' demographic profile, 39.8% 
were females, 59.8% were males, and the remaining 0.4% did not 
indicate their gender. The age distribution of the respondents 
shows that 22.2% were between the ages of 18 and 21, 59.1% 
were between 22 and 31, 12.2% were between 32 and 41, 4.4% 
were between 42 and 51, 0.4% were between 52 and 61, 0.2% 
were 62 years and above while 1.3% did not wish to indicate 

their age. The respondents’ education distribution shows that 
0.2% had a primary level of education, 30% had secondary edu-
cation, 18.4% had diploma level education, 34.2% had bachelor's 
level education. 5.3% % had postgraduate level qualifications, 
5.8% included other qualifications, and the remaining 6% did 
not wish to indicate their education level. Respondents’ income 
distribution shows that 16.22% did not earn an income, 20.89% 
earned less than $15,000, 24.44% earned between $15,000 and 
$29,999, 15.33 percent earned between $30,000 and $44,999, 
7.56% earned between $45,000 and $59,999, 5.11% earned be-
tween $60,000 and $74,999 while the remaining 2% did not wish 
to indicate their income. See Table 1 for details.

6  |  RESULTS

6.1  |  Common method bias

With the use of a common latent factor, the common method bias 
(CMB) was investigated. Results show that the variance was 26.79%. 
Podsakoff et al. (2003) have suggested that the variance should be 
less than 50% to ensure that CMB does not affect the study results. 
Therefore, this test was successful.

6.2  |  Measurement model

Cronbach's alpha test was performed to confirm internal 
consistency. The following results were obtained: Intrinsic 
Religiosity (0.89), Extrinsic Religiosity (0.88), Positive Attitude 
(0.93), Perceived Behavioural Control (0.83), Subjective Norms 
(0.94), Ethical Judgement (0.91), Social Detection Risk (0.92), 
Psychological Distance (0.81), Fraudulent Customer Intention 
(0.95). The average variance extracted (AVE). The results show 
that all constructs used in this study had a high level of internal 
consistency as they were above the minimum requirement of 0.70. 
Tests were also performed to confirm discriminant validity. This 
result is presented in Table 2. Table 3 outlines the results of the 
confirmatory factor analysis.

6.3  |  Control variables

The socio- demographic variables employed in this study has no sig-
nificant influence on the dependent variables of our study. That is, 
income, qualification, age and gender did not reveal a confounding 
effect on positive attitude and eBay fraud intention.

6.4  |  Assessment of the structural model

Following the confirmation of the measurement model in terms of 
reliability, validity, and goodness of fit indicators, we move to the 

TA B L E  1  Demographic profile

Characteristics N %

Gender

Female 179 39.8

Male 269 59.8

Others – – 

Do not wish to indicate 2 0.4

Age

18– 21 years 100 22.2

22– 31 years 266 59.1

32– 41 years 55 12.2

42– 51 years 20 4.4

52– 61 years 2 0.4

62 years and above 1 0.2

Do not wish to indicate 6 1.3

Qualification

Primary school 1 0.2

Secondary school 135 30

Diploma/certificate 83 18.4

Bachelors education 154 34.2

Postgraduate education 24 5.3

Others 26 5.8

Do not wish to indicate 27 6.0

Income

I do not earn a fixed income 73 16.22

Under $15,000 94 20.89

$15,000– $29,999 110 24.44

$30,000– $44,999 69 15.33

$45,000– $59,999 34 7.56

$60,000– $74,999 23 5.11

$75,000– $89,999 – 

$90,000 + – 

Do not wish to indicate 9 2
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assessment of the structural model. For the structural model, the 
following fit indices were derived: χ2(488) = 1660.215 (p < .001), χ2/
df = 3.402, CFI = 0.906; TLI = 0.901; RMSEA = 0.073; PNFI = 0.912. 
As per the recommendation of Hair et al. (2006), these model fit 
indexes are within the acceptable range. Therefore, it confirms that 
this model is appropriate to predict customers’ online fraud inten-
tions on eBay.

After this was confirmed, the hypotheses were tested, and the 
following results were obtained. Intrinsic religiosity (β = −0.46, 
p < .001), extrinsic religiosity (β = −0.22, p < .001) positively influ-
ence positive attitude. Positive attitude (β = 0.344, p < .001), subjec-
tive norms (β = 0.464, p < .001), and perceived behavioural control 
(β = 0.013, p < .92) positively influence fraudulent customer inten-
tion while ethical judgement (β = −0.412, p < .001) negatively influ-
ences it. Therefore Hypotheses 1a, 1b, 2, 3, 4, and 6 are accepted, 
while 5 is rejected.

Following the evaluation of the direct effects in the concep-
tual model, the moderating influence of psychological distance 
was examined on fraudulent customer intention. Specifically, 
the moderation effects in the conceptual model are represented 
by the interaction effects (positive attitude × psychological 
distance, subjective norms × psychological distance, perceived 
behavioural control × psychological distance). Psychological dis-
tance and positive attitude are the variables that moderate the 
relationship between the three variables in the TPB and fraudu-
lent customer intention. Results showed that psychological dis-
tance moderated the relationship between positive attitude and 
perceived behavioural control on fraudulent customer intention. 
Therefore, Hypotheses 7a, 7c, and 7e are accepted while 7b and 
7d are rejected (Figures 2– 4).

The summary of the results of the hypothesis for this study is il-
lustrated in Figure 5. The subsequent section of this paper discusses 
the result in comparison to prior studies in the literature.

7  |  DISCUSSION

To evaluate the predictive power of the model, the R² (explained 
variance) was calculated. This value states the amount of variance 
examined by the endogenous variables of this study. According to 
Figure 5, the R² value for positive attitude is 41%, while the main 
dependent variable of eBay fraud intention has a value of 52%. Both 
these values are above the minimum suggested value of 40% Straub 
et al. (2004).

The empirical findings of this study are discussed with existing 
literature. The findings from this study confirm that intrinsic religi-
osity is negatively associated with fraudulent customer behaviour 
on eBay. This result is consistent with extant literature. Intrinsic 
driven individuals’ approaches towards life and actions align with 
religious values and beliefs (Graafland, 2017). Additionally, studies 
have found that intrinsic religiosity- driven individuals will engage in 
responsible consumption to protect others (Wang et al., 2020). As 
fraudulent behaviour goes against religious beliefs and values, this 
finding was expected.

This study also confirms that extrinsic religiosity is negatively 
associated with fraudulent customer behaviour on eBay. Prior stud-
ies have derived similar results in different contexts. The extrinsic 
relationship religiosity- driven individual has the desire to again ap-
preciate and recognize others in society on behavioural intention 
(Gao et al., 2017). This is particularly in terms of pro- environmental 
behaviour to achieve self- serving goals and the approval of society 
(Minton et al., 2015; Wang et al., 2020). As engaging in fraudulent 
customer behaviour would not be approved by society, extrinsically 
motivated individuals would not want to engage in fraudulent cus-
tomer behaviour on eBay.

Subjective norm is found to be the strongest motivator of 
fraudulent customer behaviour on eBay. This finding is in- line 
with Uzun and Kilis (2020), who found that peers highly influence 

TA B L E  2  Discriminant validity

CR AVE MSV
MaxR 
(H) IRL ERL ATT PBC SBN ETJ SDR PYD FRI

IRL 0.90 0.76 0.52 0.91 0.87

ERL 0.91 0.77 0.49 0.89 −0.5 0.82

ATT 0.94 0.75 0.55 0.957 −0.4 −0.2 0.87

PBC 0.83 0.72 0.33 0.83 −0.3 −0.3 0.48 0.784

SBN 0.96 0.82 0.6 0.964 −0.4 −0.6 0.34 0.47 0.91

ETJ 0.92 0.78 0.1 0.921 0.58 0.27 −0.24 −0.03 −0.26 0.88

SDR 0.92 0.79 0.1 0.926 0.53 0.32 −0.01 −0 −0.06 0.31 0.89

PYD 0.81 0.72 0.12 0.823 −0.5 −0.5 0.29 0.08 0.28 −0.05 0.16 0.72

FRI 0.96 0.83 0.6 0.962 −0.4 −0.3 0.42 0.42 0.37 −0.23 −0.05 0.35 0.91

Note: The boldfaced diagonal elements are the square root of the variance shared between the constructs and their measures. Off- diagonal elements 
are the correlations between constructs.
Abbreviations: ATT, positive attitude; AVE, average variance extracted; CR, composite reliability; ERL, extrinsic religiosity; ETJ, ethical judgement; 
FRI, fraud intention; IRL, intrinsic religiosity; MaxR(H), maximum reliability; MSV, maximum shared variance; PBC, perceived behavioural control; 
PYD, psychological distance; SBN, subjective norms; SDR, social detection risk.
***p < .001.
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TA B L E  3  Confirmatory factor analysis results for refined 
measurement items

Measurement items

Model and 
item indices

SL SMC

IRL Intrinsic religiosity (Source: adapted from Wang et al., 2020)

IRL1 My religious faith involves all of my life 0.84 0.71

IRL2 Religious faith is the most important 
thing in my life

0.90 0.81

IRL3 I attend religious service based on my 
religious faith

0.87 0.76

ERL Extrinsic religiosity (Source: adapted from Wang 
et al., 2020)

ERL1 I attend religious service not only based 
on my religious faith but also for 
other purposes

0.89 0.79

ERL2 I follow the religious doctrine to make 
friends with others

0.90 0.81

ERL3 I follow the religious doctrine because 
I am afraid of being isolated from 
society

0.84 0.71

ATT Positive attitude (Source: adapted from Ajzen & 
Fishbein, 1980)

ATT1 Falsely claiming that I have not received 
an item purchased from eBay is a 
good idea

0.76 0.58

ATT2 Falsely claiming that I have not received 
an item purchased from eBay is a 
wise idea

0.81 0.66

ATT3 I like the idea of falsely claiming that I 
have not received an item purchase 
from eBay

0.92 0.85

ATT4 Falsely claiming that I have not received 
an item purchased from eBay is a 
pleasant idea

0.95 0.91

ATT5 Falsely claiming that I have not received 
an item purchased from eBay is 
appealing

0.80 0.77

PBC Perceived behavioural control (Source: adapted from 
Bagozzi et al., 2003)

PBC1 If I wanted to, I could easily falsely claim 
that I have not received an item 
purchased from eBay

0.75 0.57

PBC2 It would not be difficult for me to falsely 
claim that I have not received an item 
purchased from eBay

0.87 0.76

PBC3 There are no barriers to prevent me 
from falsely claiming that I have not 
received an item purchased from 
eBay

0.73 0.53

SBN Subjective norms (Source: adapted from Venkatesh 
et al., 2003)

SBN1 Most people who are important in my 
life would understand my decision to 
falsely claim that I have not received an 
item purchased from eBay

0.84 0.71

Measurement items

Model and 
item indices

SL SMC

SBN2 Most people who are important in my life 
would agree with my decision to falsely 
claim that I have not received an item 
purchased from eBay

0.91 0.82

SBN3 Most people who are important in my life 
would approve of me falsely claiming 
that I have not received an item 
purchased from eBay

0.95 0.89

SBN4 Most people who are important in my 
life would support me in to falsely 
claim that I have not received an item 
purchased from eBay

0.94 0.88

SBN5 Most people who are important in my 
life would encourage me to falsely 
claim that I have not received an item 
purchased from eBay

0.90 0.82

ETJ Ethical judgement (Source: adapted from Sharma & 
Chan, 2017)

ETJ1 I think falsely claiming that I have not 
received an item purchased from 
eBay would be immoral

0.85 0.73

ETJ2 I think falsely claiming that I have not 
received an item purchased from 
eBay would be unethical

0.93 0.86

ETJ3 I think falsely claiming that I have not 
received an item purchased from 
eBay would be illegal

0.87 0.76

SDR Perceived social detection risk (Source: adapted from Wu 
et al., 2019)

SDR1 Important others around me will sense 
when I’m falsely claiming that I have not 
received an item. purchased from eBay

0.86 0.74

SDR2 Important others around me will sense 
when I’m falsely claiming that I have not 
received an item. purchased from eBay

0.93 0.87

SDR3 Important others around me can detect 
when I’m falsely claiming that I have 
not received an item purchased from 
eBay

0.87 0.76

PYD Psychological distance (Source: adapted from Darke 
et al., 2016)

PYD1 When you think about the eBay seller 
and its characteristics, how physically 
close are you to the company?

0.71 0.51

PYD2 When you think about the physical 
features of the eBay seller, how 
abstract are they in your mind

0.80 0.64

PYD3 When you consider the eBay seller and 
its features, how tangible are the 
attributes of the company in your 
mind? Tangibility is the extent to which 
you can sense (e.g., see, touch, hear, 
taste, or smell) the object of interest

0.74 0.55

TA B L E  3  (Continued)
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an individual's ethical decision- making. Additionally, other studies 
in the context of fraudulent behaviour on social networking sites 
(Jafarkarimi et al., 2016) and online gaming (R. Sharma et al., 2021; 
Wu & Chen, 2013) have confirmed that individuals’ engagement in 
unethical and fraudulent behaviour is influenced by their significant 
other. As such, customers often feel pressure from their significant 
others to engage in fraudulent customer behaviour. Customer's part 
of such a society that condones fraudulent customer behaviour will 
be more likely to follow suit.

A positive attitude has been found to be the second most in-
fluencing factor towards fraudulent customer intention on eBay. 
This finding is consistent with Bolin's (2004) and Whitley (1998) 
studies, who found that a positive attitude towards unethical be-
haviour will increase the intention towards the behaviour. The 
findings from this study imply that customers generally feel a pos-
itive attitude towards engaging in fraudulent customer behaviour 
on eBay.

According to the results of this study, perceived behavioural 
control is found to be another influencing factor towards fraudulent 
customer intentions. Jereb et al. (2018) argued that an individual's 
ability to use ICT increases their likelihood of engaging in cheating 
behaviour. Therefore, with customers becoming more proficient 
with computers and e- commerce, their ability to engage in fraudu-
lent customer behaviour has drastically increased.

Looking at the factors preventing fraudulent customer inten-
tions on eBay, this study found social detection risk to be insignifi-
cant. This finding is not consistent with Wu, Bagozzi, et al. (2019) and 
Wang et al. (2011). This could be because it is difficult for others in 

the customer's social group to potentially discover that they are en-
gaging in fraudulent customer behaviour on eBay. As social influence 
is the most influential factor in this study, even being discovered by 
others would not lead their friends/family judging them negatively.

Ethical judgement is the only factor negatively influencing 
customers’ intention to engage in fraudulent customer behaviour 
on eBay in this study. This finding is consistent with other studies 
such as Jiang et al. (2019) and Carrington et al. (2016) in the con-
text of divergent behaviour. This result implies that customers that 
have good ethical judgement are less likely to engage in fraudulent 
customer behaviour on eBay. The moderating effects of this study 
reveal that psychological distance strengthens the positive relation-
ship between positive attitude and perceived behavioural control 
on fraudulent customer intentions on eBay. Previous studies in the 
literature show that proximity plays a key role in ethical decision- 
making (Mencl & May, 2009). Individuals are more likely to behave 
ethically with people they know personally than those they do 
not (Latan et al., 2018). The findings relating to psychological dis-
tance strengthening the positive relationship between perceived 
behavioural control and fraudulent customer intention depict how 
customers believe engaging in such behaviour is easier with online 
sellers. This reinforces the idea that e- commerce transactions are 
risker not only for buyers but sellers as well. Finally, the results of 
this study have revealed that psychological distance dampens the 
negative relationship between ethical judgement and fraudulent 
customer intention on eBay. This finding is consistent with the stud-
ies by Eyal et al. (2008) and Tumasjan et al. (2011). This implies that 
customers are less ethical when there is a higher perceived psycho-
logical distance between the customer and the seller. This makes 
them more likely to engage in fraudulent customer behaviour.

7.1  |  Theoretical contribution

There are several theoretical implications for this study. First, this 
study empirically contributes to the literature on online fraudulent 
customer behaviour. Studies have highlighted that the literature 
on fraudulent customer behaviour remains fragmented and scarce 
(Garnefeld et al., 2019; Robertson et al., 2020; Wu, Xu, et al., 2019). 
According to Fombelle et al. (2020), despite the challenges faced by 
online businesses as a result of increasing customer fraud, insights 
into factors driving this behaviour remain scarce. Businesses incur 
significant losses with the growing popularity of online transactions 
and the drastic increase in customer fraud (Hymas, 2021). Therefore, 
this study provides a much- needed contribution to the literature by 
better understanding behavioural motivators and deterrents where 
studies are lacking.

Second, this study extends the TPB with religiosity, ethical judge-
ment, social detection risk, and the moderating factor of psycholog-
ical distance to understand fraudulent customer intention on eBay. 
Ajzen (1991) has highlighted that TPB can be extended by adding con-
structs that are different and offer a contribution. Theory building 
literature highlights the importance of adding contextual factors to 

Measurement items

Model and 
item indices

SL SMC

PYD4 When you think about the physical 
features of the eBay seller, how real 
do they seem in your mind?

0.69 0.57

FRI Fraudulent customer intention (Source: adapted from 
Venkatesh et al., 2003)

FRI1 I intend to falsely claim that I have not 
received an item purchased from 
eBay

0.85 0.72

FRI2 I predict that I would falsely claim that I 
have not received an item purchased 
from eBay

0.88 0.77

FRI3 I plan to falsely claim that I have not 
received an item purchased from eBay

0.91 0.83

FRI4 I will always try to falsely claim that I 
have not received an item purchased 
from eBay

0.89 0.8

FRI5 I will recommend to others to falsely 
claim that I have not received an item 
purchased from eBay

0.84 0.7

Abbreviations: SL, standardized loading; SMC, squared multiple 
correlations.

TA B L E  3  (Continued)
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F I G U R E  3  PYD strengthens the 
positive relationship between PBC and 
FRI 

F I G U R E  4  PSY dampens the negative 
relationship between ETJ and FRI 

F I G U R E  2  PYD strengthens the positive 
relationship between ATT and FRI 
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existing theory to enhance its generalizability and predictive power 
(Alvesson & Kärreman, 2007; Brown et al., 2010). Additionally, the 
majority of the studies on divergent customer behaviour has been 
conducted in developed countries (Cui et al., 2020; Elder et al., 2017; 
Hernández- Ortega, 2018). Empirical evidence from developing 
countries in this area is lacking. By conducting this study in a de-
veloping country like Fiji, differences in education, level, economy, 
culture, technological infrastructure, and legal environment can pro-
foundly impact customer behaviour (Singh, Slack, et al., 2021; Slack 
et al., 2020). Venkatesh et al. (2012) has highlighted the importance 
of testing models and research instruments in different countries. 
Therefore, this extends the TPB while enhancing its applicability and 
generalizability to understand customers’ fraudulent eBay intention.

Third, this is the first study to theoretical link the theory of TPB 
with CLT (psychological distance) to understand customers’ fraudu-
lent behaviour. While psychological distance has been used in several 
studies (Cui et al., 2020; Elder et al., 2017; Hernández- Ortega, 2018), 
it has not used been to examine customers’ fraudulent intention. This 
study contributes to understanding customers’ perceptions of and 
behaviour with online sellers (Darke et al., 2016). Darke et al. (2016) 
confirmed that contractual level theory (psychological distance) 
leads to customers’ distrust of online sellers. Findings from this study 
confirm that psychological distance is a critical factor that leads to 
customers’ fraudulent behavioural intention. This established of this 
novel relationship opens the way for future studies in divergent be-
haviour to explore the impact of psychological distance.

Fourth, findings confirming the negative impact of ethical judge-
ment on customers’ fraudulent behavioural intention offers an import-
ant contribution to the literature. R. Sharma et al. (2021) highlighted 
that individuals are less concerned about the ethical implications 

online when compared to traditional channels. Additionally, prior 
studies on ethical judgement in an online context have shown incon-
clusive results as divergent behaviour has been shown as found to 
be morally insignificant online (Wu & Chen, 2018). As such, empirical 
results from this study provide strong evidence of ethical judgement's 
influence on customers’ fraudulent online behaviour.

Fifth, this study's novelty lies in establishing the link between reli-
giosity (both intrinsic and extrinsic) in influencing customers’ attitude 
towards fraudulent eBay intention. With studies of religiosity being 
mainly focused on pro- environmental behaviour (Minton et al., 2018; 
Wang et al., 2020) and sustainable consumption (Elhoushy & 
Jang, 2021; Hwang, 2018), this examination contributes to the appli-
cability of religion with customers’ fraudulent behaviour as well as an 
extension to the TPB theory. As highlighted by Bhuian et al. (2018), 
religiosity has a profound impact on the attitude and behaviour of 
individuals, particularly ethical behaviours. Findings from this study 
make a novel contribution to the literature by confirming that reli-
gious factors are influence customers’ fraudulent attitude on eBay.

Sixth, the TPB subjective norm construct showed a significant 
relationship with behaviour intention highlighting that such diver-
gent behaviour has become common with significant others influ-
encing customers to engage in such behaviour. However, results 
also confirmed the critical role of social detection risk on custom-
ers’ fraudulent behavioural intention on eBay. Prior studies exam-
ined social detection risk with counterfeiting products (Bamossy 
& Scammon, 1985; Chakraborty et al., 1996) and panic buying be-
haviour (Singh, Aiyub, et al., 2021). This finding confirms that there 
is still a risk that customers perceive disapproval by members of 
society from engaging in fraudulent behaviour. The confirmation of 
the two constructs highlights the need for future studies to examine 

F I G U R E  5  Structural model results

eBay Fraud      
Intention 

Psychological 
Distance 

Ethical 
Judgement 

Attitude 

Subjective       
Norm 

Perceived        
Behavioral       

Control 

Social Detection 
Risk 

0.34

0.46

0.13

NS

-0.41

0.05**

NS

0.01**

Intrinsic         
Religiosity 

Extrinsic        
Religiosity 

0.46***

0.22***
NS

0.07***

R² =52%

R² =41%
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whether different relationships of significant others could be a rea-
son for this result. For instance, while a customers’ close friend may 
influence them to engage in fraudulent behaviour on eBay, the par-
ents or spouse can be against such action.

7.2  |  Implications for practice

Multiple practical implications emerge from the results of this study. 
The study looks at the factors that influence fraudulent customer 
intention on eBay. This understanding is of key importance to on-
line businesses and e- commerce businesses like eBay and Amazon in 
designing strategies that can deter customers’ from engaging in this 
behaviour. It would help address issues that businesses face with 
fraudulent customers that result in significant losses.

Results confirm that intrinsic and extrinsic are negatively asso-
ciated with customers’ positive attitude towards eBay fraud. This 
highlights the importance of religion in reducing fraudulent cus-
tomer behaviour in e- commerce. Religious organizations need to 
work alongside lawmakers and regulators to reduce such behaviour. 
Policies and activities that are religiously driven can enable formal 
institutes to protect online sellers and implement online ethical 
practices. As e- commerce becomes a crucial part of customer pur-
chase, religious organizations can help create awareness to reduce 
fraudulent customer behaviour online. Religious leaders can also 
emphasize such behaviour in religious ceremonies and functions.

This study shows that a positive attitude has a significant impact 
on fraudulent customer intention. This finding highlights the need to 
change customers’ positive attitude towards fraudulent behaviour on 
eBay. Customers must become aware of the negative implications of 
engaging in such behaviour. One way of achieving this is by strength-
ening laws and regulations relating to online fraud. E- commerce sites, 
online sellers, and regulators can work together to create awareness 
of the legal implications of engaging in such acts. Additionally, instill-
ing ethical culture and honesty in individuals from an early stage can 
also influence customers’ positive attitude towards ethical customer 
behaviour. Social institutes such as schools, families, and religious 
organizations to instil good values in individuals. School curriculum 
should include online ethics and ensure individuals understand the 
impacts of their actions on businesses (Bing et al., 2012).

Subjective norm is the strongest factor that has been found sig-
nificant by this study. This highlights that fraudulent customer be-
haviour on eBay has become common to the extent that customers’ 
significant others (e.g., friends and family) influence them to engage 
in this behaviour. When customers observe their significant falsely 
claiming that they did not receive an item purchased from eBay, they 
intend to engage in such behaviour. These findings again shed light 
on the importance of establishing cultural norms of honesty and 
ethics in online transactions. Individuals are acceptable towards en-
gaging in divergent online behaviour compared to offline. Therefore, 
highlighting that the negative implications of fraudulent online be-
haviour are no different from offline (for example, stealing from a 
brick- and- mortar seller) can be crucial in reducing such behaviour.

Perceived behavioural control has been found to influence 
fraudulent customer intentions on eBay as well. This highlights the 
need for online sellers on e- commerce platforms to put in place 
more measures that make it difficult for customers to engage in such 
behaviour. To combat the issue where buyers falsely claim that they 
did not receive an item, sellers should ensure that all parcels sent 
to the customer require delivery confirmation or are tracked. For 
high- value items sent by the seller, signature confirmation require-
ment upon delivery can be another way to ensure online sellers do 
not become victims of the “item not received” scam. Incurring small 
additional charges with the courier service to provide such confirma-
tion is well worth the protection against such scams. Online sellers 
need to be smart and proactive in learning about the different types 
of scams and adopt ways of combating them.

Ethical judgement was confirmed to deter customer fraudulent 
behavioural intention on eBay. This highlights the importance of 
instilling moral philosophies in individuals from a young age. The 
responsibility to do this lies with social institutions like schools, reli-
gious organizations and families. There is also a need to incorporate 
“digital citizenship” curriculum in education to ensure that individu-
als are aware of the implications of their actions online. With online 
shopping becoming common and popular, the government and other 
relevant stakeholders such as educators and ethical organizations 
need to develop strategies to instil ethical conduct online.

Psychological distance as a moderator has been found to 
strengthen the relationship of positive attitude and perceived be-
havioural control on fraudulent customer intention on eBay. This 
highlights the impact of the sellers’ geographical distance and the ab-
sence of a physical store in increasing customers’ intention to engage 
in fraudulent customer behaviour. Customers engaging with busi-
nesses that have a physical location are less likely to encounter such 
fraudulent behaviours. However, it is not feasible for all businesses 
to have a physical presence close to customers. Some cost- effective 
strategies of circumventing the psychological distance issue can be 
by creating social proximity. That is, making customers aware of 
the name of the business and the name and picture of the owner. If 
the business does have a physical location, businesses should make 
customers aware of their existence even if it is not nearby. This can 
be done by including pictures of the business facilities. This would 
increase the tangibility (Darke et al., 2016). Another strategy to re-
duce the psychological distance is to incorporate customer reviews 
about products or services, which can reduce fraudulent customer 
intentions and increase customers' likelihood of making a purchase 
(Hernández- Ortega, 2018).

7.3  |  Directions for future research

This study has certain limitations that can be addressed in future 
studies. Also, the results of this paper can serve as a platform for fu-
ture studies in online fraudulent behaviour. First, despite this study 
using a random sampling technique, data collection was done with 
respondents on Facebook. Despite this method being appropriate as 
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this study explores online fraudulent behaviour, it is not reasonable 
to expect all customers to have a Facebook account. As such, fu-
ture studies can use other approaches for data collection or consider 
other popular social networking sites such as Twitter and Instagram 
to gain better insights. A complete picture of fraudulent customer 
behaviour online can be obtained by employing a mixed- method 
study that includes qualitative and quantitative elements.

Second, data collection was done with customers in Fiji only. 
Future studies can be conducted in different countries to ascertain 
the impact of country- specific factors on eBay customers’ fraud-
ulent intention. Rather than emphasizing the country context, to 
account for the global audience, studies must have a generalized ap-
proach (Paul & Bhukya, 2021).

Third, despite the resulting model from this study having a 
high predictive power of 51%, there is still room for improvement. 
Future studies could include other relevant factors to understand 
customers’ behaviour in this regard. For instance, it would be 
interesting to examine the valence of attitude by examining an-
tecedents and consequences of positive and negative customers 
fraudulent attitudes. Additionally, Ajzen and Fishbein (1980) high-
lighted that religion could influence the subjective norms and posi-
tive attitude of individuals. As this study only examined the impact 
of intrinsic and extrinsic religiosity of positive attitude towards 
fraudulent customer behaviour, future studies can explore the im-
pact of the two religiosity factors on normative beliefs (subjective 
norms). It would also be interesting to explore the role of willing-
ness to sacrifice and commitment as a moderator to ethical be-
haviour. Also, this study examines perceived behavioural control 
as an antecedent to fraudulent customer intention on eBay. Future 
studies can generate meaningful insights by examining perceived 
behavioural control as a moderator between positive attitude and 
fraudulent customer intention (Ajzen & Kruglanski, 2019). Finally, 
this study is focused on fraudulent customer intention on eBay. 
Future studies can explore other platforms such as Amazon and 
Alibaba to examine differences in customer behaviour. It would 
also be interesting to examine the differences in factors motivat-
ing online fraudulent customer behaviour between e- commerce 
and s- commerce platforms.

8  |  CONCLUSION

This study was conducted to understand the positive and nega-
tive factors leading to fraudulent customer intention on eBay. It 
extended the TPB model by including factors of ethical judgement, 
social detection risk, and moderating factor of psychological dis-
tance. Through online data collection, 450 responses were obtained 
that provided empirical evidence in this regard. Results show that 
intrinsic and extrinsic religiously negatively influences fraudulent 
customer intention on eBay. Positive attitude, subjective norms, per-
ceived behavioural control positively influence fraudulent customer 
intentions, while ethical judgement negatively impacts it. Results 
obtained confirmed the importance of psychological distance in 

moderation; the extended TPB relationship constructs together 
with ethical judgement. The resulting structural model had a 52% 
predictive power in explaining fraudulent customer intention on 
eBay. This study has theoretically and practically contributed to un-
derstanding fraudulent customer behaviour on eBay and provided 
fertile grounds for future studies.
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