
 

  
Abstract— In this paper, an approach to protecting virtual 

machines (VMs) against denial of service (DoS) attacks in a cloud 
environment is proposed. An open source cloud computing 
platform (Eucalyptus) has been deployed, and experimentation 
was carried out on this setup. We investigate attacks emanating 
from one or more virtual machines (VMs) to another VM in a 
multi-tenancy cloud environment. Various types of DoS attacks 
are mounted on a webserver VM. To detect such attacks from a 
cloud provider’s perspective, an intrusion detection system (IDS) 
is needed. In this research we propose and implement an IDS 
which incorporates a packet sniffer, feature extractor and a 
classifier as part of its design. We have experimented with the 
one-class support vector machines (SVM) algorithm for 
classification of the attacks. The dataset containing time-based 
traffic flow features is passed through the classifier to detect the 
attack traffic from legitimate traffic. The proposed IDS design 
shows promising results in being able to detect the ICMP Flood, 
Ping-of-Death, UDP Flood, TCP SYN Flood, TCP LAND and 
DNS Flood attacks with high classification accuracies.  
 

Index Terms— Eucalyptus Cloud, Denial of Service, Intrusion 
Detection System, One-Class Support Vector Machines, Virtual 
Machines 
 

I. INTRODUCTION 
With the advancement of processing, storage, memory and 

bandwidth, a new model of computing known as cloud 
computing has emerged. Cloud computing is a technological 
advancement in providing information technology 
infrastructure, platform and software as services over the 
Internet. The cloud computing service model has cloud 
providers leasing the intended services to the cloud users in an 
on-demand manner [1]. The cloud users can lease the service 
from the cloud and release it back to the cloud when the need 
has been met. Cloud computing is gradually being adopted by 
organizations as private, public or hybrid clouds. The adoption 
of cloud computing presents a number of benefits over the 
traditional datacenter such as improved agility (on-demand, 
self-service, elastic resources), fast service provisioning, 
scalability of services, better resource utilization and reduced 
operational costs. Recent trends favor the cloud computing 
adoption and show that cloud computing platforms or cloud 
based datacenters would be processing more workload and 
traffic than traditional datacenters. Cisco predicts that by 
2018, more than three quarters (78%) of workloads will be 
processed by cloud based datacenters [2]. In addition, the 
global cloud IP traffic will account for more than three-fourths 
(76 percent) of total datacenter traffic by 2018. 
 

 

 
A survey by International Data Corporation suggests that 

security issues in cloud computing is the leading challenge in 
the adoption of cloud computing [3]. For organizations to 
transition to clouds, it becomes important for cloud providers 
to assure significant level of security to the clients. Together 
with existing security mechanisms such as firewalls and 
intrusion detection systems (IDSs), cloud providers can also 
have security mechanisms built into the architecture of the 
cloud in assuring high level of security to the clients [4].  

Denial of Service (DoS) and Distributed Denial of Service 
(DDoS) attacks are one of the common attacks on the Internet 
today. DoS attacks aim to exhaust a system’s resources such 
that it compromises its ability to provide the intended service 
and thus rendering it unavailable. The Cisco 2014 Annual 
Security report ranks the effects of DoS attacks in the 
magnitude of high severity [5]. DoS attacks which mainly 
target websites can also paralyze Internet service providers. 
For instance, in August 2013, the Chinese government 
reported that the largest DDoS attack it had ever faced shut 
down the Internet in China for about four hours. Also in 
March, 2013, a 300 Gbps DDoS attack known as DNS 
amplification attack was observed on the Spamhaus website 
hosted at CloudFlare where around 30,000 DNS open 
resolvers were utilized to attack the website [6]. DoS attacks 
can be broadly classified into three categories [7]: 
 
1. Volume based DoS attacks: These affect servers when a 

high volume of such traffic is directed towards it. 
Examples are ICMP flood and UDP flood attacks.  

2. Protocol based DoS attacks: These use specific Internet 
protocols to consume the server’s resources. Examples are 
TCP SYN flood attack and Ping-of-death.  

3. Application based DoS attacks: These target the 
weaknesses of the applications in the Internet. It is also 
known as Application Layer attacks and examples of it 
are Slowloris attack and DNS amplification attack.  

 
In a multi tenancy cloud environment, the traditional 

viewpoint of demarcating the attackers as entities on the 
outside of the infrastructure does not hold relevance. In a 
cloud environment, an attacker can lease resources from the 
cloud to launch DoS attacks on other tenants’ virtual 
machines. Like a cancer, the attacker can use the cloud 
resources to attack the cloud from within. Therefore it 
becomes extremely important for cloud providers to detect and 
thwart such DoS attempts in an effort to safeguard the cloud 
resources and tenants interests.     
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II. RELATED WORK 
To detect DoS attacks in a network, an Intrusion Detection 

Systems (IDS) is normally utilized. An IDS is an advanced 
security mechanism that is deployed on network or hosts to 
detect malicious activities such as DoS attacks, Trojan horses 
and Internet worms.  An IDS uses either a signature or 
anomaly based approach in the detection process. Signature 
based IDS requires a database of known attack signatures and 
pattern before it can detect attacks.  The open source Snort [8] 
is a common signature based IDS and has been experimented 
by Lonua et al. [9] and Chung et al. [10] in the cloud 
environment with DoS attacks. The limitation of using 
signature based approaches is that the IDS will not be able to 
detect novel attacks if the attack signature is not present in the 
IDS database.   

Anomaly based IDS on the other hand uses statistical or 
machine learning methods to detect attacks and have an 
advantage over signature based IDS as they are capable of 
detecting new attacks without having information and 
experience of the attack. Gupta et al. [11] have proposed a 
profile based Network Intrusion Prevention System (NIPS) for 
securing the cloud environment. The open source cloud 
computing platform used by the researchers is OpenNebula 
[12]. Here the NIPS which is managed by a cloud 
administrator examines packets originating from and destined 
to virtual interfaces of separate VMs and monitors it against 
the VM’s profile. An initial VM profile is created by 
monitoring all traffic that passes to and from the VM. This 
traffic is compared against an attack signature database and 
using the attacks and normal behaviors of the traffic a profile 
is created. The profile can be updated later by the 
administrator. For experimentation the ICMP flood and TCP 
SYN flood attacks had been used by the researchers. An alert 
and response component relayed the necessary information to 
the administrator. Although a novel approach of having VM 
profiles is presented for the IDS/IPS, the research work does 
not consider a diverse range of DoS attacks in determining the 
effectiveness of the IDS. 

Modi et al. [13] present a comprehensive review of 
intrusion detection techniques for cloud environments. They 
highlight on the use of data mining and machine learning 
techniques for an anomaly based intrusion detection system 
such as artificial neural networks, fuzzy logic, associate rules, 
support vector machine, genetic algorithm and hybrids of 
these. Another important factor to consider when using these 
techniques is the experimentation dataset that is used. A 
common dataset that has been widely used by researchers is 
the KDD CUP 1999 intrusion detection dataset , which has 
been reported to have discrepancies such as imbalance of the 
dataset and the aging factor of the dataset itself [14]. Singh 
and Bansal [15] have used NSL KDD dataset - a subset of the 
KDD CUP 1999 dataset in evaluating the performance of 
artificial neural network classifiers.  

 

III. PROBLEM STATEMENT 
Shea and Liu’s [16] work on virtualization showed that 

performance of VMs under DoS attacks degrade more than on 
non-virtualized systems with the same amount of resources. 
As virtualization is at the core of cloud computing, this 
implies that VMs and associated services in the cloud are 
more vulnerable to DoS attacks than on standalone non-
virtualized systems. In addition, due to the multi-tenancy 
nature of cloud environments especially for clouds deployed 
as IaaS models, there may be malicious tenants in the cloud 
who can cause harm to legitimate tenants. Thus, through this 
research work, the issue of DoS attacks within the cloud 
environment is explored.   Furthermore, various work in 
literature has investigated the two-class classification methods 
for differentiating the malicious attack traffic from legitimate 
traffic. This approach has a downfall that the classifier would 
only learn those types of attacks it would have been trained 
with. Unknown attacks, may not be accurately detectable. 
Also, considering the discrepancies in the KDD CUP 1999 
dataset, a new dataset is needed. 

IV. PROPOSED APPROACH 
An open source cloud computing platform – HP Helion 

Eucalyptus Cloud is used to create an IaaS cloud for the 
experimentation. A testbed is created on this cloud platform 
consisting of virtual machines (VMs) of which some are 
normal VMs (legitimate tenants) and a few VMs are equipped 
with DoS attack tools. As cloud computing leverages the 
virtualization technology [17], the IDS is placed in the 
physical servers or nodes where the server resources are 
virtualized. The mechanism will monitor all incoming and 
outgoing traffic to and from each VM and alert the cloud 
provider when a denial of service attack is detected. 

The proposed design (Fig. 1) gives an overview of the IDS 
in the cloud platform. The novelty of the approach is the use 
of a dataset consisting of time-based traffic flow features with 
a one-class machine learning classifier in the detection 
process. The IDS is designed to detect DoS attacks on VMs in 
the cloud by any external or internal machine in the Internet. 
In this research, all attacks are carried out on VMs by other 
VMs within the cloud as the focus is to have an IDS in place 
to allow cloud providers to be able to detect any DoS attack 
from within the cloud. Appropriate actions can then be taken 
by cloud providers against the tenants who engage in such 
malicious activities. The IDS resides in the host operating 
system of the physical servers where server resources are 
virtualized via a hypervisor and where the VMs run. The 
major components of the IDS are the packet sniffer, feature 
extractor and classifier. An alert mechanism is also integrated 
and is responsible for relaying any DoS attack detected by the 
classifier to the administrator for further action.  The IDS 
design does not consider the case when DoS traffic comes 
from spoofed source IP addresses.  IP spoofing can be 
addressed by other means such as the MIT’s Spoofer Project 
[18], and by blocking spoofed packets with network and 
firewall configurations [19]. 
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Figure 1: Design of the DoS IDS situated in the Node Controller of the Eucalyptus Cloud 
 

A. HP Helion Eucalyptus Cloud 
The Elastic Utility Computing Architecture for Linking 

Your Programs To Useful Systems (Eucalyptus) is an open 
source cloud platform under the Hewlett-Packard (HP) Helion 
[20] initiative which provides organizations opportunity to 
establish IaaS private clouds. Eucalyptus was released in 2008 
and has over the years matured into a robust private cloud 
computing platform. The cloud offers many features such as 
compatibility with AWS APIs, networking, compute, storage 
and cloud management. Eucalyptus comprises of five main 
components and a sixth optional component of which all are 
stand-alone web-services. The components and the functions 
of each are provided in Table I [21]. For this research, 
experimentation has been carried out on Eucalyptus version 
4.1. 

TABLE I: EUCALYPTUS COMPONENTS AND FUNCTIONALITY 
 

Component Functionality 
Cloud Controller 
(CLC) 

Handle resource arbitration via the CC on the NCs. 

Walrus 
Stores persistent data in cloud such as machine 
images and snapshots 

Cluster Controller 
(CC) 

Receive requests from the CLC and handle 
execution of VMs on NCs 

Storage Controller 
(SC) 

Provides persistent block storage to the instances 
and allow creation of snapshots on Walrus 

Node Controller 
(NC) 

Manages instance life cycle and send resource 
availability and utilization information to CC 

VMware Broker 
Mediates interaction between CC and VMware 
hypervisor [Optional] 

 

B. Sniffer and Feature Extraction 
Virtualization on the NC requires a bridged interface 

namely br0 to be setup. All the local interfaces of the VMs 
then attach to the bridged interface in order to communicate  

 
with the external network. Ideally, for any packets coming 
through the bridged interface from the external network, it is 
forwarded to the IPtables firewall within the Linux operating 
system. The security feature in Eucalyptus which allows VMs 
to be assigned a security group requires the security group 
rules to be implemented as firewall rules in the NC’s local 
firewall – IPtables. 
 The sniffer used for the purpose of this research is a custom 
built sniffer, developed in C language using the libpcap library 
for packet capturing on Linux systems. For cloud providers, 
protecting tenants’ privacy is paramount therefore a balance 
was reached between the volume and nature of data captured 
to protect the tenants from DoS attacks while at the same time 
safeguarding their privacy. After careful consideration the data 
capture had been limited to four IP header fields (Table II), 
completely leaving the payload untouched. 
 

TABLE II: CAPTURED IP HEADER FIELDS 
 

Source IP Address 
Destination IP Address 
Bytes of Data Transferred 
Protocol (TCP, UDP, ICMP, others) 

 
The IP header fields captured by the packet sniffer is input 

to the feature extraction script which calculates the selected 
traffic flow features per incoming IP address (Table III). The 
traffic flow is divided into 4 sections based on the protocol 
field of the IP header. The protocols are TCP, UDP, ICMP and 
Others, which refer to the other types of transport packet being 
carried over TCP/IP networks. For each protocol, 6 distinct 
features are calculated and hence there are 24 features in total. 
These features are then used by the classifier to differentiate 
between the legitimate and malicious traffic instances. The 
alert component is a minor component of the DoS IDS. It is 
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responsible for notifying the cloud administrator of DoS attack 
attempts on the cloud VMs. 

 
TABLE III: TIME-BASED TRAFFIC FLOW FEATURES 

 

C. One-Class Support Vector Machine 
A support vector machine (SVM) is a discriminative 

classifier where the training points in space are mapped so that 
the points belonging to the distinct classes are divided by an 
optimal hyperplane that maximizes the margin between the 
different classes. The test points are then mapped onto the 
same space and then predicted to belong to a class based on 
the side of the margin they fall on [22]. Training data points 
on the margin or closest to the optimal hyperplane are called 
the support vectors.  

In contrast to traditional SVMs which are capable of 
prediction in multi-class problems, one-class SVMs attempt to 
learn a decision boundary that achieves the maximum 
separation between the points and the origin [23]. A one-class 
SVM uses an implicit transformation function defined by the 
kernel function to project the data into a higher dimensional 
space. This creates a decision boundary (a hyperplane) for 
majority of the data and collects it in a class. The data outside 
the decision boundary is considered as outliners [24]. One-
class classification is often called outlier or novelty detection 
because the learning algorithm learns what normal data is and 
then differentiates any abnormal data from the normal [25]. 
One-class SVMs have been experimented in a number of 
classification problems such as document classification [26], 
image classification [27], and has been tested with a number 
of standard datasets such as the breast cancer dataset [24]. For 
the purpose of this research, the libsvm library by Chang and 
Lin [28] has been used to develop the classier for the IDS. The 
one-class SVM classifier uses the linear kernel function which 
is defined by equation 1. The linear kernel, k(x,v) is the result 

of the dot product of vectors x and v. Vector x denotes instance 
xi of the dataset while vector v is the class label, vi  for the 
corresponding xi in the dataset. i is an element of {1, 2, 3, … , 
n} where n is the number of instances in the dataset. 
 

k(x,v) = x . v       (1) 
  

Network traffic from the normal client VMs to a webserver 
VM on the cloud is captured at 5 seconds intervals and traffic 
flow features are extracted from the traffic for each incoming 
IP address. This is then used to train the one-class SVM 
algorithm such that it is able to model the behavior of any 
legitimate IP address with respect to each IP address’s time-
based traffic flow features. Once the classifier has been trained 
it is subjected to test cases which have both traffic from 
legitimate and malicious IP addresses and the effectiveness of 
classifier is then measured. Altogether, the sniffer, feature 
extraction process, one-class SVM classifier and alert 
mechanism forms a real-time IDS. 

V. EXPERIMENTATION 
This section covers the details of Eucalyptus cloud setup, 

the tools needed to simulate active users in the cloud, 
performing attacks and generating the dataset. 
 

A. Eucalyptus Cloud Deployment 
The cloud is deployed with Eucalyptus version 4.1 

software. It runs on 10 physical servers and has a dedicated 
Storage Area Network (SAN) resulting in a computation 
capacity of 120 vCPUs and storage capacity of 7.3 TB. Each 
of the servers has the minimal version of CentOS 6.6 installed 
and the cloud components are installed on top of the operating 
system.  The deployment of each Eucalyptus component is 
onto individual physical servers which provides these 
components dedicated server resources to carry out the 
functions. The SAN is used as a form of block storage for the 
SC. The cloud uses the Kernel Virtual Machine (KVM) 
hypervisor to virtualize the computing, network and storage 
resources and deliver on-demand IaaS. Details of installing 
Eucalyptus cloud can be found in the Eucalyptus official 
installation guide [21].   

Eucalyptus cloud has to be configured to allow components 
to communicate with each other. The VMs once launched 
should be able to communicate with each other and the 
external network with a certain level of security in place. The 
Edge networking mode which is used in this setup removes the 
need to place a single Linux server in the data path for all 
VMs running in a single cluster and additionally removes the 
need to configure the underlying network to allow passing of 
VLAN tagged packets in the cloud [21]. A pool of private and 
public IP addresses is also required to be allocated to 
Eucalyptus.  

Feature Feature 
Shortname Feature description 

f1,  f2,  f3,  f4 Count 
Number of occurrence for an 
incoming IP for each of the protocols 
(TCP, UDP, ICMP, Others) 

f5,  f6,  f7,  f8 Avg_Count 
Average number of incoming IPs  for 
each of the protocols (TCP, UDP, 
ICMP, Others) 

f9,  f10,  f11,  f12 Bytes_In 
Bytes received per incoming IP  for 
each of the protocols (TCP, UDP, 
ICMP, Others) 

f13,  f14,  f15,  f16 Avg_Bytes_In 
Average bytes received per incoming 
IP  for each of the protocols (TCP, 
UDP, ICMP, Others) 

f17,  f18,  f19,  f20 Bytes_Out 
Bytes sent to the incoming IP  for 
each of the protocols (TCP, UDP, 
ICMP, Others) 

f21,  f22,  323,  f24 Avg_Bytes_Out 
Average bytes sent to incoming IPs  
for each of the protocols (TCP, UDP, 
ICMP, Others) 
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B. Testbed 
When the VMs are initiated in the testbed, different roles 

are assigned to VMs to show the different types of tenants 
leasing the cloud resources. The roles are of 3 types: normal, 
attack and target. The normal users are tenants with distinct 
VMs who have the VM for some specific purpose and at the 
same time communicate with the target machine.  The target 
VM is a VM which hosts a webserver in the cloud. The VMs 
assigned the attacker role are those VMs that are equipped 
with DoS attack tools and these are used to carry out the 7 
DoS attacks on the target VM. These DoS attacks are ICMP 
flood, Ping-of-Death, UDP flood, TCP SYN flood, TCP 
LAND attack, DNS flood and Slowloris. The attack VMs try 
to disrupt the target VM such that it is not able to provide 
service to the legitimate normal users. 

 

 
Figure 2: Testbed Setup in the Cloud 

 
As the research is based on VM to VM communication and 

attacks, it is necessary to simulate an active cloud environment 
where there are necessary VM to VM communication. As 
shown in Fig. 2, three types of VMs are setup in the cloud 
environment to perform specific tasks. Firstly, 15 m1.small 
(256MB memory, 1 vCPU, 5 GB disk) instances of CentOS 7 
and Ubuntu 14.04 are setup as normal VMs whose task is to 
periodically request for webpages from the webserver VM 
similar to ordinary Internet use. This is achieved using Siege 
[29] which is a webserver load test and benchmarking tool and 
is used to simulate active and legitimate users of the 
webserver. The target VM is an m3.2xlarge (4GB memory, 4 
vCPU, 30 GB disk) instance which runs an Apache 2.4.6 
webserver hosting a website of 12 webpages. Finally, 3 
m1.xlarge (1GB memory, 2 vCPU, 10 GB disk) instances are 
setup as attack VMs whose task is to perform the 7 DoS 
attacks at predefined defined times and scenarios. The 
m1.small, m1.xlarge, and m3.2xlarge instances are standard 
VM instance types defined for Eucalyptus cloud VM instances 

where the number of CPUs, the size of memory, and the size 
of storage is given to an instance when it boots.  
 

C. DoS Attack Simulation 
Seven types of DoS attacks are setup on the 3 attack VMs, 

which launch attacks in accordance with the predefined 
scenarios.. The attacks are the ICMP flood, Ping-of-Death, 
UDP flood, TCP SYN flood, TCP LAND, DNS flood and 
Slowloris. These attacks target the network, transport and 
application layers of the TCP/IP protocol stack. Attacks on the 
network and transport layers are mostly voluminous in nature 
while application layer attacks target the specific application 
layer protocols on the victim machine such as the HTTP (Web 
service). The attacks used in the experimentation cover diverse 
range of DoS attacks on the Internet, and are categorized as 
volume, protocol and application based attacks. Through the 
experimentation the overall effectiveness of the IDS has been 
tested. These attacks were carried out with a network security 
tool Hping3 [30], network utility tool Ping and using 
Slowloris attack script. 

The simulation had four scenarios, namely; normal, attack 
scenario 1, attack scenario 2 and attack scenario 3. The normal 
scenario had the normal VMs sending legitimate requests to 
the target VM. In the attack scenarios, the attack VMs carried 
out DoS attacks on the target VM while the normal VMs sent 
legitimate requests to the target VM. The attack scenarios had 
different number of attacks VMs as follows: 

 
• Attack Scenario 1: An attack VM carries out DoS attacks 

on the target VM. 
• Attack Scenario 2: Two attack VMs simultaneously attack 

the target VM. 
• Attack Scenario 3: Three attack VMs simultaneously 

attack the target VM. 

VI. DATASET 
The resulting outcome of the experiment simulation yielded 

a dataset of 5274 instances each with 24 features. From the 
5274 instances, 4592 instances were from user VMs while 682 
instances were from attack VMs. The difference in the two 
classes of legitimate and malicious traffic from the VMs is due 
to the fact that there were 15 VMs sending legitimate traffic 
while only 3 VMs were sending malicious traffic.  
The original data was split into the training and test dataset 
groups of an approximate ratio of 3:1. After splitting, the 
training dataset consists of 3910 instances which belong to the 
legitimate class only. The 1364 instances belonging to the test 
dataset consists of 682 instances from the legitimate class and 
682 instances from the malicious class. The 682 instances of 
the malicious class comprises of the malicious instances from 
the 7 DoS attacks for the 3 attack scenarios. 
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TABLE IV: DATASET EXTRACT 

 

                   
 

An excerpt of the generated dataset is provided in Table IV. 
The dataset extract has 24 instances of which 12 are from the 
malicious class and 12 are from the legitimate class. The 
instances are identified by the classifier as malicious or 
legitimate by a class label at the beginning of each instance 
and hence makes the classification independent of IP 
addresses. A label “1” indicates that instance is malicious 
while a label “-1” indicates that the instance in legitimate. The 
complete dataset for the research work has been shared on 
GitHub [31]. 

VII. RESULTS AND DISCUSSION 
The one-class SVM classifier is first subjected to a training 

phase, where a trained model is obtained. The model captures 
the behaviour of the IPs with respect to time based traffic flow 
features. Before the training phase, the SVM parameters of the 
classifier are setup for one-class classification. During the 
training phase, the classifier ideally creates a decision 
boundary from the data, and any data points appearing outside 
the decision boundary in the test phase, are considered to be 
attack instances. 

In this classification problem, the effectiveness of the 
classifier is determined by 3 matrices: sensitivity, specificity 
and classification accuracy.  These matrices are calculated 
from the true positive (TP), false positive (FP), false negative 
(FN) and true negative (TN) obtained from a confusion 
matrix. A confusion matrix [32] (Table V) which is also called 
a contingency table, shows the number of instances correctly 
or incorrectly predicted by a classification model.  

 
 

 

 
TABLE V: CONFUSION MATRIX 

 
 

 
 
 

 
The classifier is most effective if it has a high a sensitivity 

value and a high specificity value. The combination of both 
the sensitivity and the specificity is reflected in the 
classification accuracy. The TP, TN, FP, TN are first 
calculated for each of the DoS attacks (Table VI) as each of 
these attacks are different from one another and may have 
different detection accuracies. 
 

TABLE VI: CLASSIFICATION OF DOS ATTACKS 

 
 
1. Sensitivity 

The sensitivity is the proportion of true positives in the 
testing dataset that are correctly identified as such by a 
classifier (equation 2). 

 
 

 

Actual 
Predicted 

Malicious Legitimate 

Malicious True Positive (TP) False Negative (FN) 

Legitimate False Positive (FP) True Negative (TN) 

Attacks TP FN TN FP 
ICMP Flood 15 0 15 0 

Ping of Death 63 0 55 8 
UDP Flood 34 1 34 1 

TCP SYN Flood 52 0 48 4 
TCP Land Attack 44 0 42 2 

DNS Flood 35 0 34 1 
Slowloris 188 250 404 34 
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Sensitivity = TP / (TP + FN)               (2) 
 

The sensitivity of the classifier in classifying the various DoS 
attacks is given in Table VII. 
 

TABLE VII: SENSITIVITY OF DOS ATTACKS 
 

Attacks Sensitivity 
ICMP Flood 1 

Ping of Death 1 
UDP Flood 0.97 

TCP SYN Flood 1 
TCP Land Attack 1 

DNS Flood 1 
Slowloris 0.43 

 
The sensitivity column in Table VII show the strength of 

the classifier in being able to correctly classify the malicious 
(DoS attack) test instances as such. A very high sensitivity for 
6 out of the 7 attacks is achieved. The sensitivity for ICMP 
flood, Ping-of-death, TCP SYN flood, TCP LAND attack and 
DNS flood is a maximum of 1 and the sensitivity for UDP 
flood is 0.97. The Slowloris attack however has a low 
sensitivity value of 0.43 implying a weak detection of the 
attack by the classifier. The weak detection of the Slowloris 
attack is due to its attacking nature where malicious HTTP 
traffic is generated at a very slow rate which is able to exhaust 
the webserver’s HTTP connections without being effectively 
detected by the classifier. 
 
2. Specificity 

The specificity is the proportion of true negatives in the 
testing dataset that are correctly identified as such by a 
classifier (equation 3). 
 

Specificity = TN / (TN + FP)            (3) 
 
The specificity of the classifier in classifying the various DoS 
attacks is given in Table VIII.  

 
TABLE VIII: SPECIFICITY OF DOS ATTACKS 

 
Attacks Specificity 

ICMP Flood 1 
Ping of Death 0.87 
UDP Flood 0.97 

TCP SYN Flood 0.92 
TCP Land Attack 0.95 

DNS Flood 0.97 
Slowloris 0.92 

 
The specificity column in Table VIII shows the strength of 

the classifier in being able to correctly classify the legitimate 
(normal traffic) test instances. A high value for specificity is 
desired for the classification as a high specificity value implies 

a low false positive rate (false alarm). The classification 
results show that a high specificity value is achieved for all the 
DoS attacks. Except for the Ping-of-Death attack with 0.87 
specificity score, all attacks achieved well over 90% in 
specificity measure.  
 
3. Accuracy 

The accuracy is the overall proportion of the testing dataset 
that are correctly identified by the classifier. It is calculated 
using the following equation: 
 

Accuracy = TP + TN / (TP + TN + FP + FN)       (4) 
 
The overall classification accuracy of the classifier in 
classifying the various DoS attacks is given in Table IX. 
 

TABLE IX: ACCURACY OF DOS ATTACKS 
 

Attacks Accuracy 
ICMP Flood 1 

Ping of Death 0.94 
UDP Flood 0.97 

TCP SYN Flood 0.96 
TCP Land Attack 0.98 

DNS Flood 0.99 
Slowloris 0.68 

 
The classification accuracy column shows the strength of 

the classifier in being able to correctly classify both malicious 
and the legitimate test instances. Except for Slowloris, all 
other attacks were classified with high accuracy. As discussed 
earlier the weak detection of the Slowloris test instances can 
be attributed to a low sensitivity of the classifier to this 
application-based attack. 

VIII. CONCLUSION 
In this research we focused on a very critical issue of 

detecting denial of service attacks from within the cloud, and 
to do so in a manner, which does not compromise privacy of 
the cloud users. 
The proposed IDS has showed promising results in detecting 
the 7 types of DoS attacks which are broadly categorized as 
volume, protocol, and application based attacks.. The novelty 
of the research work has been the use of time-based traffic 
flow features with the one-class SVM algorithm in the design 
of the detection system. Along with the proposed IDS 
mechanism, this paper provides insights into deploying a test 
bed on the cloud for experimentation. In addition the dataset 
generated in this research has been made publically available 
to encourage further research in this area.   

Future work on this research can focus on measuring the 
target VM’s performance under various DoS attacks thus 
determining the impact of each DoS attack on the target VM.  
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In addition, the performance of the proposed DoS IDS under 
normal and DoS attack scenarios can be evaluated. This will 
show the system resource (CPU, memory) overhead produced 
by the DoS IDS when it is in execution in the cloud 
environment.  
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