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Abstract�A stealthy cyberattack (SCA) aims to gradually
drive the system toward instability. Although research is contin-
uing in attack detection algorithms, a resilient control strategy is
vital if SCAs go undetected for a considerable time. Especially for
a controller involved in automatic generation control (AGC), re-
siliency becomes more crucial as the controller has to sometimes
work under abnormal conditions considering that shutdown of
operation is not an option. This paper introduces an innovative
approach to support dual-area thermal power systems in the
face of network-related challenges such as transference latency
(TL) and SCAs. We propose a new tri-parametric fractional con-
troller (TFC) that merges the advantages of proportional-integral
and proportional-derivative operations, eliminating the need for
additional control loops and enhancing system ef�ciency. The
TFC’s ef�cacy in mitigating random and step load disturbances
is established, outperforming existing controllers. We employ the
complex root boundary method to de�ne the optimal parameter
search space, with an improved equilibrium optimizer algorithm
determining the best controller settings. The inclusion of renew-
able energy sources, including solar and wind, is considered,
and the robustness of the system is evaluated using uncertainty
norms and complementary sensitivity functions. Our approach
is validated through hardware-in-loop real-time veri�cation on
the OPAL-RT platform, demonstrating superior performance in
maintaining frequency stability under SCAs and TL challenges.

Index Terms�Fractional controller, cyberattacks, complex root
boundary, equilibrium optimizer, robust stability, transference
latency.

NOMENCLATURE

AGC Automatic generation control
BD Boiler dynamics
CPS Cyber physical system
CRB Complex root boundary
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DoF Degree of freedom
DoS Denial of service
EDR Exponential decay rate
EO Equilibrium optimizer
FIMC Frequency-shifted IMC
FDI False data injection
FOC Fractional order controller
GCP Generation control parameter
GDB Governor deadband
GJO Golden jackal optimizer
GRC Generating rate constraint
GWO Grey wolf optimizer
HIL Hardware-in-loop
IAE Integral absolute error
ICCP Inter-control communication protocol
IMC Internal model control
ISE Integral squared error
ITAE Integral time absolute error
ITSE Integral time squared error
LDC Load dispatch centre
OFC Optic �ber cables
OPGW Optical power ground wire
PD Proportional-derivative
PI Proportional-integral
PID Proportional-integral-derivative
PIDA Proportional-integral-derivative accelerated
PIDD2 Proportional-integral-twice differentiated
PP Proliferation probability
PSO Particle swarm optimizer
RIMC Re-located IMC
RLD Random load disturbance
RTU Remote terminal unit
SCA Stealthy cyberattack
SDOA Supply demand optimization algorithm
SLD Step load disturbance
SPV Solar photovoltaic
TFC Tri-parametric fractional controller
TL Transference latency
TS-1 Test System - 1
TS-2 Test System - 2
WOA Whale optimization algorithm

I. INTRODUCTION

AUTOMATIC generation control (AGC) in interconnected
power systems is pivotal in maintaining system fre-

quency and regulating the tie-line power in the midst of
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�uctuating load demands and disturbances [1]. The theoretical
idea of AGC is nothing new in power systems. India however,
was unable to successfully adopt AGC due to its previous
persistent energy constraint. During the evolutionary era of
the Indian Power System, secondary control was intentionally
not implemented and was not considered a priority [2]. Over
the course of these years, the power system saw a progres-
sive strengthening, with an increase in both generating and
transmission capacity. As the AGC framework has started to
gain recognition by various conventional and renewable power
generation corporations, this has led to some unprecedented
challenges arising from communication network. The AGC
measurements are updated and sent in interval of four to ten
seconds causing a transference latency (TL) [2]. Also, these
communication channels are vulnerable to stealthy cyber-
attacks (SCAs) which aim to falsify the measurement data.
Both TL and SCAs can lead to instability and compromise
the synchronous machination of the generating units.

Conventional controllers such as proportional (P),
proportional-integral (PI) and proportional-integral-derivative
(PID) controllers, despite their vulnerability to such attacks,
can show improved performance when hybridized with
strategies involving two or three degrees of freedom (DoF),
fractional order and cascaded controllers. [3], [4]. AGC
techniques that are analytical, for instance, internal model
control (IMC) based PID controllers and their variations, have
attracted considerable interest [5], [6]. In previous studies,
researchers have investigated methods such as direct synthesis
[7] and frequency domain-based tactics [8]. In a recent
study by Kumar et al. [5], they introduced an IMC-instituted
resilient proportional integral twice differentiated (PIDD2)
controller that conforms to the maximum sensitivity criteria.
However, these methods are based on trial-and-error searches
for suitable tuning parameters. Recent research supports the
effectiveness of using metaheuristic algorithms, such as the
equilibrium optimizer (EO) to choose adjustable parameters in
analytically designed controllers, offering promising avenues
for future development [9]. Fractional order controllers
provide an option between choices or shape selection
features, as opposed to the quantized slope availability
offered by integer order controllers [10]. However, the extra
fractional parameter increases the tuning requirements for its
careful selection [10], [11].

The dominant TL and SCAs have the potential to greatly
disturb the secure, dependable, and consistent functioning of
interconnected cyber-physical systems (CPSs). The control
action, routed through the feedback communication channel
through the control centre, is subject to dynamic load demand.
During real-time adversities, such as attacks and delays, the
linked networks comprising the distribution system, offsite
terminal unit, power plant, and transmission channel may lose
mutual coordination. Several strategies have been proposed to
mitigate these problems. A dynamic event-triggered mitigation
strategy was applied to counteract deception and denial of
service (DoS) attacks using the Lyapunov stability theory [12].
The development of an AGC scheme based on H1 was carried
out with the purpose of mitigating DoS and false data injection
(FDI) attacks [13]. Based on the resonance principle, chal-

lenging attacks were also introduced, capable of outsmarting
plausibility and consistency-based attack detection methods
[14]. An observer-based PI controller addressed randomly
occurring joint attacks [15]. Moreover, state-space-based PI
controllers were developed to manage FDI and DoS attacks
with time-varying latency employing linear matrix theories and
Lyapunov stability [16]. A deep learning method augmented
with tilt-integral linear active disturbance elimination control
was used to mitigate FDI attacks in [17].

In recent studies, PIDD2 controllers were designed for a
two-area thermal power system, considering a signi�cant TL
[5]. For a multi-area wind power system, a PI controller based
on the maximal exponential decay rate (EDR) was imple-
mented, allowing delays of 1, 2, and 3 seconds amidst var-
ious EDRs [18]. Furthermore, a fault-tolerant event-triggered
strategy was reported based on H1 control, imposing a delay
limit of 0.2 s [19]. A decentralized H1 control strategy was
suggested for networked power systems, using probabilistic
models of delay representation in the presence of random
TL and SCAs [20]. In addition, a PID acceleration (PIDA)
controller tuned with a supply-demand optimizer was used for
interconnected, time-delayed microgrid systems facing SCAs
[21]. The repercussions of various SCAs, including those of
DoS and FDI, were evaluated in [22]. Despite these efforts,
a comprehensive study of the simultaneous impact of TL
and SCA on CPS remains a signi�cant challenge [16], which
deserves further attention. Moreover, [5] and [21] suffer from
high-magnitude spikes and noise ampli�cation due to the
inherent nature of the double derivative action. Re-located
IMC (RIMC) method has shown great potential to deal with
industrial process with latency or delay [1]. However, the
aforementioned approach requires tuning of two controllers
which adds to its complexity. Using this re-location principle,
a frequency-shifted model of the plant was used to design
an attack-resilient IMC-based PID controller [23]. Taking into
account the merits of fractional order controllers (FOCs) over
their counterparts of integer order [10], there is still scope
to design FOCs with resiliency enhanced over that of PID /
PIDD2 / PIDA controllers by maintaining the same number
of tuning parameters (three) as that of a widely accepted PID
controller. In this context, a tri-parametric fractional controller
(TFC) [24] has evolved as an effective alternative to both
conventional PID [23] and the dual-loop RIMC method of
[1] to deal with processes with latency.

The problem in current AGC methods is two-fold: Firstly,
they often focus on minimal TL without taking into account
inherent delays during controller design [4], [11], [25]. Such
designs do not perform adequately when the TL is signi�cant.
Second, a limited number of AGC strategies successfully
included TL and SCA simultaneously [4], [16], [20], [21].
Listed below are the aims of this research:
� To extend the integral derivative (I�D1��) tri-parametric

fractional controller (TFC) method, formerly engaged in
industrial process control [10], [24], to dissimilar two-
area thermal power systems with intrinsic TL and SCAs.

� Applying the metaheuristic EO technique from [26], sup-
plemented with complex root boundary (CRB) analysis,
to �nd optimal values for the TFC parameters.
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� Examining the impacts of SCA, system non-linearities,
and integration of renewable energy sources into power
systems, which is a new case study in comparison to [1],
discussed in Appendix A.

The contributions of this research to the �eld are as follows.
� Developed a new method using CRB-based TFC within

the AGC framework.
� Analyzed the robust stability of the controlled system,

focusing on the uncertainty bound and the complementary
sensitivity of the AGC loop.

� The optimal TFC parameters are found employing the
EO, with the goal of minimizing the integral squared error
(ISE), thus integrating the advantages of metaheuristic
optimization with the analytical CRB method.

� Real-time uncertainties experimented to prove the supe-
riority of the TFC over its PID/PIDA/PIDD2 contempo-
raries in handling various FDI-type SCAs in the presence
of TL.

Section II discusses the con�guration of the thermal power
system and detailed SCAs. Section III explores the process of
designing the controller for the analyzed system, while also
considering the criteria for stability. Section III-C describes
the detailed steps of EO. Section IV discusses simulations and
hardware-in-loop (HIL) validation. Conclusions are covered in
Section IV.

II. POWER SYSTEM SECURITY

A. Overview of Power System Structure and Dynamics
A load dispatch centre (LDC) is situated at a considerable

distance from the geographically isolated power units. It is
linked to the AGC server via an Ethernet connection utilising
the Inter-control Communication Protocol (ICCP). The AGC
server is connected to the remote terminal unit (RTU) situated
in the plant using an optical power ground wire (OPGW).
The control room interacts with the power plant utilities via
optical �ber cables (OFC) and advanced �eldbus technology.
Fig. 1(a) depicts a standard communication link and protocols
for signal exchange between the LDC and the thermal power
plant. A two-area (i 2 f1: area-1, 2: area-2g) non-reheated
interconnected thermal power plant with nonidentical param-
eters is taken into the study. The individual base power rating
of both areas is 1000 MVA. Both units are in simultaneous
operation at the rated frequency of 60 Hz. The initial operating
conditions are used to calculate the synchronizing power
coef�cient and are found to be Ps = 2:0 per unit (p.u.) [27].
Both regions possess internal operational divisions, including
speed regulators equipped with non-reheating steam turbines
and generator units. A generalized ith area block diagram is
depicted in Fig. 1(b). The dynamics of various interoperating
blocks of ith area thermal power system are as follows:

Ggi(s)= 1
1+�gis ; Gti(s)= 1

1+�tis ; Ggen;i(s)= 1
2His+Di (1)

where Ggi(s) and Gti(s) are governor and turbine transfer
functions, with their associated time constants of �gi and
�ti. Ggen;i(s) denotes the generator transfer function where
Di is the frequency-sensing load coef�cient and Hi is the
inertia constant. The open-loop transfer function GOLTFi(s)

Fig. 1. (a) Communication link and protocols to exchange signals between
LDC and power plant and (b) Generalized block diagram of an ith-area non-
identical non-reheat type thermal CPS

for an ith area without droop characteristics can be written as
GOLTFi(s) = Ggi(s)Gti(s)Ggen;i(s). The closed-loop plant
model Gpi(s) for ith area can be obtained as

Gpi(s) = Bi
Ggi(s)Gti(s)Ggen;i(s)

1 +Ggi(s)Gti(s)Ggen;i(s)=Ri
(2)

where Bi is the frequency bias coef�cient, Ri is the speed-
regulation constant of the governor. Rearranging (1) in (2)
yields

Gpi(s) =
k

b3s3 + b2s2 + b1s+ b0
(3)

where the coef�cients ki = Bi, b3i = 2Hi�gi�ti, b2i =
(2Hi�gi + 2Hi�ti +Di�ti�gi), b1i = (2Hi +Di�ti +Di�gi);
b0i = (Di + 1=Ri). For plants in each area with inherent
transference latency (TL), the relation in (3) can be modi�ed
as follows.

Gpi(s) =
ki

b3is3 + b2is2 + b1is+ b0i
e�TLs (4)

The frequency deviation �fi(s) in ith area is dependent on
Gpi(s) and can be deduced further as

�fi(s) = Gpi(s)Ui(s) +GDi(s)�PLi (5)

where Ui(s) is the output of the droop controller mentioned
in Fig. 1(b) and �PLi is the disturbance due to load dynamics
with disturbance transfer function GDi(s). Since AGC is
primarily a disturbance rejection problem, the objective is to
secure the closed-loop plant Gpi(s) by mitigating the effect
of �PLi on �fi. Keeping trace of the frequency and power
imbalances in the line that serves as the controller input
produces the ACE signal. The relation between the area control
error ACEi, the tie-line power deviation �Ptie and �fi is
attained from Fig. 1 as

ACEi = Bi�fi + �Ptie (6)
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This standard relationship holds for normal operations. In the
subsequent section, the relation in (6) is changed deliberately
leading to various attack scenarios.

B. Cybersecurity Threats in Power Systems

The propagation of accurate measurements, speci�cally �fi
and �Ptie, derived from the sensory mechanism, plays a
critical role in information-based power transfer in AGC. The
importance of these measures is in their role in calculating the
ACE, which impacts the control signal transmitted to the plant
via the actuator. Regrettably, these metrics have the potential
to be falsi�ed, resulting in control actions that may greatly
compromise the power plant. Through remote access, attackers
can exploit the vulnerability of the transmission medium
that emerges from extensive activities. They can then insert
a malicious signal that impairs the arriving measurements,
speci�cally �fi and �Ptie [12]. The attack models described
in this research involve injecting altered measures, speci�cally
�fi and �Ptie, with the purpose of distorting the accurate
ACE values. The weaknesses through which attackers can get
access are indicated with arrows in Fig. 1(b). The objective
of this study is to verify the durability of the TFC in the face
of unforeseen situations and to showcase its inherent capacity
to manage unexpected disruptions. Multiple models are being
examined for this objective, as detailed in the thorough study
of Ghiasi et al. [28]. The models utilised in this study are
explained in detail below:

1) Location-Based Attacks: This attack involves manipu-
lating data and transmitting it through the load disturbance
�P �Li. The attacker takes advantage of the absence of any
active load disturbance during a speci�c period and drops the
altered data through the actual load disturbance �PLi. Hence,
the mathematical expression representing the attack signal can
be formulated as [23]

�P �Li(t) =
�

�PLi 8 t =2 �a
�PLi + ’(t) 8 t 2 �a; t1 < �a < t2

(7)

where, ’(t) = r (u(t� t1)� u(t� t2)) is the attack signal, �a
= (t2�t1) is the duration of the attack. Detailed mathematical
model of ’(t) can be studied in [23].

2) Tactical/Strategical Cyber Attacks: This is a type of
template attack that changes the magnitude of the error signal
sent to the controller. The magnitude of the error signal
increases or decreases according to the attack strategy during
the transient phase. The disturbance in ACE (ACE�u(t)) can
be expressed as

ACE�u(t) =
�
�+ACEu(t) 8 t 2 �a
ACEu(t) 8 t =2 �a

(8)

where ACEu(t)  ACEu(s) is the time domain signal. �
is the false additive data. During the tactical attack, the ACE
is manipulated, resulting in the delivery of a distorted control
signal to the plant model. This leads to an irregular departure
in operational frequency.

3) Resonance Attacks: The system experiences a resonance
attack signal xf signum(yf (t �  )) [14], which results in a

modi�cation of the load demand in the following manner:

�P �Li(t) = �PLi(t)� xf signum(yf (t�  )) (9)

The symbol xf represents the rate of desired amend in
frequency, while yf represents a sine wave with a phase
latency of  . As a result, the power plant that is attacked gets
isolated from the overall power system. This is due to the fact
that the relays will continue to trip as a result of the modi�ed
measurements. According to Wu’s assessment [14], this can
result in excessive demand in the neighboring interconnected
areas.

III. SYSTEM DYNAMICS ANALYSIS AND OPTIMIZATION

RIMC method in Appendix A is a robust variant of conven-
tional IMC and has shown enhanced closed-loop performance
compared to the latter while employed on various industrial
processes with delay [1], [9]. For instance, an EO-tuned
RIMC-proportional-derivative dual-loop method was used to
stabilize a class of industrial processes with TL in [1]. Very
recently, this RIMC method was also used to design a PID
controller for achieving frequency regulation in an intercon-
nected thermal power plant amid cyber threats and TL [23].
Though fractional order controllers offer superior performance
and robustness in dealing with industrial processes, majority
existing fractional order designs involve more adjustable pa-
rameters than the widely accepted PID controller [10]. Hence,
a fractional order controller with same number of controller
parameters as that of widely accepted PID controller [24]
which serves as a simple alternative to dual-loop methods like
RIMC-PD [1] is worth exploring for dealing with modern CPS
amid TL.
Utilizing fractional calculus is necessary for formulating dif-
ferential equations for designing fractional-order controllers.
Various de�nitions of fractional calculus have been proposed
in the literature [10]. Riemann-Liouville’s de�nition of the
fractional integral is widely accepted and commonly used. It
can be stated as

I�f(t) =
1

�(�)

Z t

0
(t� �)��1f(�)d�; t > 0; � 2 R+

(10)
The Caputo derivative is a mathematical operator used to
de�ne the fractional derivative. It is given by:

D�f(t) = d�f(t)
dt� = 1

�(��n)

R t
0

f(n)(�)
(t��)�+1�n d�;

(n� 1) < � � n
(11)

where � is the Euler’s Gamma function given as

�(x) =
Z 1

0
e�ttx�1dt; x > 0 (12)

For a distinct scenario x = n, (12) becomes

�(n) = (n� 1)(n� 2) � � � (2)(1) = (n� 1)! (13)

Under the in�uence of the preceding preliminaries, the I�D1��

controller’s transfer function is de�ned as

Gc(s) =
ki(1 + kds)

s�
(14)
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Fig. 2. Diagram for the graphical derivation of robust stability

where � is the fractional order that falls in the range of
(0, 1). By choosing � = 0, a classical proportional-derivative
(PD) controller is represented by Gc(s); conversely, a classical
PI controller is obtained with � = 1. Therefore, the trade-
off between the PD and PI controllers in (14) results in
the new controller. It is worth noting that, despite being
fractional-order, the suggested structure still has only three
tuning parameters, as does conventional PID.

A. Analysis of Complex Root Boundary in System Dynamics
Equation (4) provides the ith-area thermal PS transfer

function with inherent TL. A generalized representation of
such PS with any number of generating sources can be given
as

Gp(s) =
k

bnsn + bn�1sn�1 + � � �+ b1s+ b0
e�TLs

= k

 
nX

m=0

bmsm
!�1

e�TLs
(15)

The �rst objective is to examine the stable region with pa-
rameters (ki; kd; �) according to (15). In the (ki; kd)-plane,
the stable region is acquired utilizing the stability domain
bounds for a particular �. Hence, straightforward and analyti-
cal expressions are derived to describe the stability boundaries.
Furthermore, a set containing stability zones is determined in
the range (0; 1) of �.

Considering the closed-loop system involving (14) and (15),
the characteristic equation is stated as follows:

Ce(s) = ke�TLs
�
ki(1 + kds)

s�

�
+

nX

m=0

bmsm (16)

For simplicity in the derivations, consider Ki = kki and Kd =
kkikd. This represents the characteristic equation of fractional
order as

Ce(s) = e�TLs
�
Ki

s�
+Kds1��

�
+

nX

m=0

bmsm (17)

According to [29], a closed-loop system featuring I�D1��

controller is considered stable when the quasi-polynomial
Ce(s) does not contain any roots on the right side of the origin
of s-plane (RHP). Understanding the parametric boundaries of
the system under investigation is crucial. In order to ascertain
the stability limits of (14) while maintaining a high degree
of generality, we employ the generalized Ce(s) as described

in (17) in our analysis. By substituting s = j! in (17), it is
possible to determine the stability barrier. Hence, Ce(j!) is
written as

Ce(j!)=e�j!TL
�
Ki

(j!)�
+Kd(j!)�

�
+

nX

m=0

bm(j!)m (18)

where � = 1 � �. Once the real and imaginary terms of the
above expression are de�ned, one can write further simpli�ed
equations as

Ce(j!)=(cos!TL�j sin!TL)
�
Ki
"+j� +Kd(e+ jf)

�

+
nP

m=0
bm(cm + jdm)

(19)

where " = <ef(j!)�g and � = =mf(j!)�g,
e = <ef(j!)�g and f = =mf(j!)�g, cm =
<ef(j!)mg and dm = =mf(j!)mg. By setting the
imaginary and real components of (18) to zero, the
subsequent two expressions are derived:

KiP (!) +KdQ(!) = �
nP

m=0
bmcm

KiR(!)�KdS(!) =
nP

m=0
bmdm

(20)

where P (!) = "
"2��2 cos!TL + �

"2��2 sin!TL,
Q(!) = e cos!TL � f sin!TL, R(!) = �

"2��2 cos!TL �
"

"2��2 sin!TL, S(!) = f cos!TL + e sin!TL. The explicit
formulas in the following can be obtained after solving (20)
for parameters Ki and Kd for a particular �.

Ki =
Q(!)

nP

m=0
bmdm � S(!)

nP

m=0
bmcm

P (!)S(!) +Q(!)R(!)
(21)

Kd = �
P (!)

nP

m=0
bmdm +R(!)

nP

m=0
bmcm

P (!)S(!) +Q(!)R(!)
(22)

By utilizing equations (21) and (22) and varying the value
of ! from 0 to 1, it is possible to obtain a plot that
represents the stability boundary in the (Kd;Ki) plane. The
plot obtained is termed the CRB, which represents the range
of possible controller settings that can yield optimal results.
The EO algorithm uses this search space to obtain the �nal
controller settings that meet the chosen objective. Remark-1:
The suggested triparametric controller has the same number
of tunable parameters (three) as the widely used PID con-
troller. With recent advances in fractional-order controllers
[30], several approaches have been reported in the literature to
implement the same. Some of these approaches are FOMCON
toolbox [31], FPGA platform [32], and PIC16F876 (Microchip
Technology) [33].

B. Criteria for Ensuring Robust Stability

A robust controller guarantees stability towards the uncer-
tainties in the approximate model (Gpo). Based on Fig. 2, the
robust stability of the control loop involving a plant (Gp) by
a controller (Gc) is discussed.
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Fig. 3. TFC design �owchart with EO

Fig. 4. Convergence and computational time comparison of different algo-
rithms on TS-1

Theorem 1: Consider a family of plants (Gpi) that lies in the
region: � =

n
Gpi :

���Gpo(j!)�Gp(j!)
Gpo(j!)

��� � lm(j!)
o

, having the
same number of poles on the right side (RHS) and stabilized
by Gc (initially designed for the nominal plant Gp). Then, the
suf�cient and necessary condition for a system to be stable is
given by the following bound:

lm (j!) jGCS (j!)j < 1 8 ! 2 (�1;1) (23)

where, GCS (j!) represents the closed-loop complementary
sensitivity.

Proof: Let N�(�1; GcGpo) denote the number of clockwise
encirclements around the critical point (-1,0) by the Nyquist
contour under the loop transfer function (GcGpo). Assuming
that all Gpi have the same number of RHS poles (np), the
robust stability of the controller Gc will satisfy

N�(�1; GcGpo) = �np 8 Gpi 2 � (24)

Applying the same condition for Gp to be closed loop stable,
we get

N�(�1; GcGp) = �np (25)

For (24) to hold, (25) will be valid if and only if the Nyquist
band, which comprises all Gpo 2 �, doesn’t contain the
critical point (-1, 0). From the simple geometric augmentation
(Fig. 2), it is obvious that this is possible only when the dis-
tance of GpGc from the critical point (-1, 0), i.e., j1 +GcGpj
exceeds the disk radius jGcGp(j!)j lm(!). Hence,

j1 +GcGp(j!)j > jGcGp(j!)j lm(!); 8 ! (26)

Re-arranging the above equation, we get
����

GcGp(j!)
1 +GcGp(j!)

���� lm(!) = jGCS(j!)j lm(!)<1; 8 ! (27)

This completes the proof.

C. Implementation of EO Algorithms
The search space of controller parameters is determined by

plotting CRB using equations (21) and (22). From the CRB
plots corresponding to a particular power system model, the
corresponding values of Kimin, Kimax, Kdmin, and Kdmax
are obtained. Optimal value of � is searched within the interval
[0; 0:5]. Speci�c values of Kimin, Kimax, Kdmin, and Kdmax
for the three test systems considered in this study are given
in Section IV. The EO operates on the aforementioned search
range to yield the optimal settings. The motivation for EO is
derived from scienti�c principles that dictate the equilibrium
condition of inert substances [26]. The principle of mass
conservation is demonstrated by the transfer of constituents,
which can either enter or exit the volume of the search space.
In this method, the particle symbolizes a solution, whereas
the concentration indicates the location. The primary objective
of these particles is to ascertain the state of equilibrium
that most accurately represents the optimal solution. The
controlling mass-balancing relation is expressed by a �rst-
order differential equation as

�
dm
dt

= V Ke � V m+Rp (28)

where � is the controlling volume and m is the mass contained
therein. The rate at which the mass changes inside � is
given by �dm=dt. V is the volumetric surge rate of entering
and exiting �. Rp is the generation rate, while Ke is the
equilibrium concentration. EO comprises several steps: ini-
tialization, search agents, exploration, exploitation, generation,
and termination.

1) Initialization: The algorithm commences by evaluating
particles with randomly assigned concentrations as

K0
j = Km + �j(Km �Kn); j = 1; 2; 3::::n (29)

The symbol K0
j represents the initial concentration of the jth

particle. Km and Kn represent the lower and upper bounds of
concentration levels, respectively. �j is a randomly generated
value that falls within the range of 0 and 1.

2) Search agents: After the initialization phase, �ve par-
ticles are chosen for the equilibrium search in the following
manner:

~Ke = f ~Ke1; ~Ke2; ~Ke3; ~Ke4; ~Ke5; ~Ke(avg)g (30)

The sign ! denotes the directional labelling.
3) Exploration and exploitation: Exploring the search

space is crucial for �nding the equilibrium position. The
following expression determines it:

=e =
1
Rt

ln
�
�p1signum (~r � 0:1)

�
1� e�Rt�

��
+ � (31)

The turnover rate is denoted as Rt, the constant governing ex-
ploration is represented by p1, and signum (~r � 0:1) enhances
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Fig. 5. CRB plots for TS-1

TABLE I
EO OPTIMAL CONTROLLER SETTINGS FOR TS-1

Gc Area-1 Area-2
Kp Ki Kd � Kp Ki Kd �

PI 0.4112 0.2455 - - 0.0344 0.2455 - -
PI� 0.3206 0.2646 - 0.998 0.001 0.0858 - 0.5275
PID 0.2047 0.4962 0.2187 - 0.001 0.1210 0.0111 -

I�D1�� - 0.3531 0.0789 0.9874 - 0.0045 0.1214 0.2604

the targeted exploitation. The value of � is determined by the
iteration index, which is provided by,

� =
h
1� �/�m

i(p2
�
�m )

(32)

The symbols � and �m denote the present and utmost runs,
respectively. The constant p2 determines the extent to which
exploitation can be achieved.

4) Generation: The generation rate correlates to enhanced
exploitation, leading to an improved solution. The following
exponential expression gives it:

~Rp = ~Rp0e�Rt(���0) (33)

where the initial generation (~Rp0) is expressed by

~Rp0 = GCP
�
~Ke �Rt ~K

�
(34)

The acronym GCP refers to the generation control parameter,
that boosts Rp over the updating phase. The proliferation
probability (PP ) governs GCP as

GCP =
�

0:5 
2 > PP
0 
2 < PP (35)


1 and 
2 are random numbers in 0 < 
2 < 
1 < 1. Updating
is concluded by

~K = ~Ke +
�
~K � ~Ke

�
� ~F +

~Rp
RtV

�
1� ~F

�
(36)

The notation ~F is used for convenience in writing, and it is
de�ned as

~F = 
1signum (~r � 0:5)
�
e�Rt� � 1

�
(37)

5) Termination: The process of achieving equilibrium in-
volves continual exploration, exploitation, generation, and
updating by traversing equations (31) to (37). This process
is ultimately ended by performing a boundary check to ensure
that � is less than or equal to �m. This criterion acts as the
algorithm’s termination condition. Once reached, the algorithm

TABLE II
PERFORMANCE COMPARISON FOR SLD TS-1

Controller Ts Us IAE ISE ITAE ITSE

N
om

in
al A

re
a-

1 PI 29.201 -0.0082 0.8219 0.0680 6.362 0.2872
PI� 20.935 -0.0028 0.5583 0.0516 2.928 0.1585
PID 14.238 -0.0078 0.3744 0.0365 1.390 0.0868

I�D1�� 12.866 -0.0071 0.3291 0.0347 1.082 0.0816

A
re

a-
2 PI 28.782 -0.0018 0.1095 0.0010 1.075 0.0065

PI� 24.612 -0.0020 0.0811 0.0005 0.709 0.0037
PID 18.276 -0.0018 0.0476 0.0003 0.297 0.0016

I�D1�� 28.147 -0.0017 0.0474 0.0002 0.390 0.0013

20
%

Pe
rtu

rb
ed

A
re

a-
1 PI 19.077 -0.0086 0.5423 0.0514 2.778 0.1536

PI� 15.304 -0.0083 0.4416 0.0430 1.883 0.1095
PID 15.471 -0.0079 0.3944 0.0355 1.731 0.0853

I�D1�� 12.661 -0.0072 0.3039 0.0313 0.937 0.0688

A
re

a-
2 PI 25.950 -0.0018 0.0416 0.0002 0.270 0.0010

PI� 24.608 -0.0018 0.0378 0.0002 0.194 0.0007
PID 20.828 -0.0016 0.0397 0.0002 0.273 0.0009

I�D1�� 21.732 -0.0015 0.0375 0.0001 0.339 0.0006

will provide the ideal equilibrium point within the restricted
search space. A concise �owchart summarizing the steps
discussed above along with the controller design framework
is presented in Fig. 3. To substantiate the effectiveness of
EO over some of its contemporaries such as grey wolf op-
timizer (GWO), particle swarm optimizer (PSO) and whale
optimization algorithm (WOA), a convergence plot for the
same is obtained (Fig. 4(a)). The test system -1 (as discussed
in Section IV) is chosen to carry out this comparative analysis.
The best �tness solution is returned by EO at the end of �m.
The algorithm parameters used for performing simulations are
as follows: independent runs = 5 and n = 10; �m = 20. All
simulations are performed on the MATLAB and SIMULINK
R2020a versions on a system with the following speci�cations:
Processor AMD Ryzen 5 5600H; clock speed-3.30 GHz;
RAM-8 GB; GPU-4GB. The computation time comparison
is presented in Fig. 4(b). The PSO method does have a
faster computational time (267.71 s) than EO’s (318.17 s)
due to its simpler iterative equations having fewer parameters.
However, due to the poor convergence of the former, which
is a more important metric for any optimization method, it is
not considered for the study.

IV. RESULTS AND DISCUSSION

The suggested TFC is investigated on two test systems. On
test system-1 (TS-1) [27], a rudimentary controller comparison
assessment is carried out. On the other hand, a thorough
assessment of practical network issues such as large TL, SCA
threats, the effect of system nonlinearities and renewable pen-
etration are presented using test system-2 (TS-2) [5]. The error
metrics such as integral absolute error (IAE), ISE, integral time
absolute error (ITAE), and integral time squared error (ITSE)
quantify the controller’s performance. The speci�cations of
TS-1 and TS-2 parameters are given in Table III.

A. Assessment on TS-1
It compares the suggested TFC with various prevalent con-

trollers whose parameters are optimized with EO heuristically
in an arbitrary search space. The thermal nonlinearities and
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TABLE III
SPECIFICATION OF STUDIED TEST SYSTEMS

Attribute Parameters TS-1 TS-2
Area-1
(i = 1)

Area-2
(i = 2)

Area-1
(i = 1)

Area-2
(i = 2)

Thermal

Ri (Hz/p.u.MW) 0.05 0.0625 0.05 0.05
Di 0.6 0.9 1 1
Hi (sec) 5 4 10 12
Bi (p.u.MW/Hz) 20.6 1 21 21.5
Base Power (MVA) 1000 1000 1000 1000
�gi (sec) 0.2 0.3 0.1 0.17
�ti (sec) 0.5 0.6 0.3 0.4
TPV (sec)

NA

1.8 -
TWTP (sec) - 1.5

BD

K1 0.85
K2 0.095
K3 0.92
CB 200
TD (sec) 0
TIB (sec) 26
KIB 0.02
TF (sec) 25
TRB (sec) 69
GRC (%) 10

Fig. 6. Dynamic response to SLD for TS-1

Fig. 7. Dynamic response to RLD for TS-1

renewable sources are not considered in this study. The studies
are carried out on nominal and perturbed plant models (as
discussed in the robust stability section). Three popular PID
variants (PI, PID and PI�) are considered for comparison.
The CRB plots for TS-1 are shown in Fig. 5 that computes
0 < Ki < 2:5 and 0 < Kd < 1. The optimal EO controller
settings are given in Table I. In Fig. 6, which presents a
dynamic response comparison of various controllers, subscript
‘0’ represents the nominal output response, while subscript
‘20’ represents the response after plant parameters are per-
turbed by 20% (+20% in k and TL, -20% in time constants).

Remark-2: It is worth mentioning that all controllers, includ-
ing the suggested TFC, are tuned only once for TS-1 and the

Fig. 8. CRB plots for TS-2

Fig. 9. Case-1 dynamic responses with control efforts

Fig. 10. Bar graph demonstrating the improvement in performance measures
for Case-1

Fig. 11. Robust stability plots for TS-2

same settings (given in Table I) are used for different scenarios
such as step load disturbance (SLD), random load disturbance
(RLD), nominal and perturbed TS-1 parameters.

1) With SLD: In this case, a SLD of 0.1 magnitude is
applied in area-1 at t = 0 s while area-2 remains undisturbed.
Fig. 6 shows the dynamic response comparison. It is observed
that the suggested CRB-constrained TFC provides a better
dynamic response than its predecessors by yielding a lower
overshoot and settling time post-disturbance. The error metrics
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Fig. 12. Case-2 dynamic responses with control efforts

Fig. 13. Case-3 dynamic responses with control efforts

have also been signi�cantly improved (see Table II). When the
TS-1 parameters are perturbed by 20%, the other controllers
produce an oscillatory frequency response in both control areas
and in the power change of the tie-line. The suggested TFC,
on the other hand, yields a fairly similar response to the one
obtained in the nominal case and is devoid of any oscillations,
as evident from Fig. 6 suggesting its robust nature.

2) With RLD: SLD analysis provides the standard platform
to evaluate the dynamic performance of the controller in tran-
sient and steady state. However, the real loads are dynamic in
nature. Therefore, the simulation is repeated with an arbitrary
RLD. The plots under this scenario are shown in Fig. 7. Like
in the case of SLD, the suggested TFC produces a more
improved response than its counterparts for both nominal and
20% perturbed scenarios.

B. Case studies on TS-2
The TS-2 was studied in [5], [23] and [8]. In the subsequent

case studies, the dynamic performance of the proposed TFC
is compared with that of PI [8], PIDD2 [5], SDOA-tuned
PIDA [21] and frequency-shifted IMC-PID (FIMC-PID) [23].
To ensure fair comparison, the supply demand optimization

Fig. 14. Case-4 dynamic responses with control efforts

Fig. 15. Impact of varying � and xf

Fig. 16. Case-5 dynamic responses with control efforts

Fig. 17. PV and wind output pro�le [34]

algorithm (SDOA)-tuned PIDA settings (in Table IV) are
obtained using the nonreheated model without considering any

This article has been accepted for publication in IEEE Transactions on Industry Applications. This is the author's version which has not been fully edited and 

content may change prior to final publication. Citation information: DOI 10.1109/TIA.2025.3546173

© 2025 IEEE. All rights reserved, including rights for text and data mining and training of artificial intelligence and similar technologies. Personal use is permitted,

but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.

Authorized licensed use limited to: University of the South Pacific. Downloaded on February 27,2025 at 02:33:32 UTC from IEEE Xplore.  Restrictions apply. 



IEEE TRANSACTIONS ON INDUSTRY APPLICATIONS 10

Fig. 18. Case-6 dynamic responses with control efforts

Fig. 19. Single line diagram of modi�ed IEEE 39 bus system

TABLE IV
PROPOSED AND REPORTED CONTROLLER SETTINGS FOR TS-2

Gc
Area-1 Area-2

Kp Ki Kd Kdd � Kp Ki Kd Kdd �
PIDD2 [5] 0.0763 0.0804 0.03 0.0061 - 0.0745 0.0786 0.0293 0.06 -
PI [8] 0.2 0.4 - - - 0.2 0.4 - - -
FIMC-PID [23] 0.126 0.164 0.043 - - 0.2042 0.214 0.0697 - -
SDOA-PIDA [21]0.2011 0.1559 0.1512 0.0025 0.0342 0.1641 0.1117 0.0002 -
Proposed - 0.1423 0.1561 - 0.9431 - 0.2154 0.1979 - 0.8976

nonlinearities/ perturbations/cyber-attacks as in [23] and [5].
Also, it is worth mentioning that the aforementioned PIDA and
PIDD2 have four parameters to be tuned, which is higher than
that of FIMC-PID and proposed TFC. An SLD of �PLi = 0:1
p.u is interjected in both areas of the test system at t = 2s. The
CRB plots for TS-2 are presented in Fig. 8 which computes
0 < Ki < 0:25 and 0 < Kd < 2. The �nal controller settings
are tabulated in Table IV. Table V presents the comparison of

Fig. 20. Plots for modi�ed IEEE 39 bus system

TABLE V
PERFORMANCE MEASURE COMPARISON RELATED TO CASES 1-6

Gc
Area-1 Area-2

IAE ISE ITAE ITSE IAE ISE ITAE ITSE

C
as

e-
1

PIDD2 [5] 1.245 0.0811 24.25 1.242 1.273 0.0847 24.95 1.296
PI [8] 3.523 0.2034 153.9 6.965 5.071 0.3639 253.7 16.46

FIMC-PID [23] 0.689 0.0556 9.896 0.7226 0.691 0.0535 10.35 0.6883
PIDA [21] 0.7038 0.0513 12.55 0.664 0.833 0.0624 13.75 0.8375
I�D1�� 0.984 0.0592 22.63 0.814 0.818 0.0542 19.57 0.711

C
as

e-
2

PIDD2 [5] 1.378 0.0852 26.48 1.169 1.382 0.0851 27.53 1.224
PI [8] 7.271 0.696 351.8 31.48 17.42 4.7100 115.0 346.4

FIMC-PID [23] 1.202 0.0991 15.63 1.084 1.27 0.0943 18.17 1.079
PIDA [21] 0.9052 0.0584 18.45 0.6469 1.055 0.0648 17.47 0.8307
I�D1�� 1.37 0.0976 25.14 1.097 1.254 0.0881 23.43 0.976

C
as

e-
3

PIDD2 [5] 3.363 0.1885 306.9 15.56 3.329 0.1903 299.6 15.38
PI [8] 13.54 1.5980 1634 207.6 16.88 2.184 2027 287.2

FIMC-PID [23] 3.92 0.299 439.7 32.98 5.041 0.4858 589.8 57.95
PIDA [21] 4.2 0.3312 472.8 36.46 2.845 0.1467 279.5 11.68
I�D1�� 4.592 0.4292 495.7 49.11 6.031 0.7716 705.4 94.34

C
as

e-
4

PIDD2 [5] 250.7 1041 3.4E4 1.4E5 250.7 1041.0 3.4E4 1.4E5
PI [8] 446.2 2935 6.5E4 4.2E5 592.2 4954 9.1E4 7.7E5

FIMC-PID [23] 259.3 1237 3.4E4 1.6E5 269.3 1299 3.5E4 1.7E5
PIDA [21] 253.4 1195 3.3E4 1.5E5 269.0 1276 3.5E4 1.7E5
I�D1�� 245.0 1077 3.2E4 1.4E5 249.1 1137 3.3E4 1.5E5

C
as

e-
5

PIDD2 [5] 1.733 0.1439 37.03 2.244 1.831 0.1484 41.68 2.352
PI [8] 6.303 0.5641 315.0 25.38 9.011 1.109 496.4 61.34

FIMC-PID [23] 0.997 0.0998 16.56 1.32 0.997 0.0914 18.46 1.207
PIDA [21] 0.9385 0.0906 15.6 1.184 1.118 0.1083 19.11 1.469
I�D1�� 1.447 0.1089 36.73 1.556 1.156 0.0939 29.36 1.271

C
as

e-
6

PIDD2 [5] 1.327 0.0813 31.42 1.265 1.537 0.0987 39.27 1.579
PI [8] 3.925 0.2364 180.9 9.005 7.485 0.7684 380.5 36.84

FIMC-PID [23] 0.8475 0.0563 19.73 0.7672 1.283 0.0781 33.45 1.181
PIDA [21] 0.8463 0.0514 21.33 0.7048 1.283 0.0826 32.93 1.243
I�D1�� 1.053 0.0597 26.97 0.852 1.204 0.0738 31.31 1.082

TABLE VI
PARAMETERS OF AGC PARTICIPATING GENERATORS [35]

Attribute Hi Di �gi �ti
G3 35.80 10 0.15 0.30
G7 26.40 8 0.10 0.30
G9 34.50 14 0.10 0.30

integral performance measures in various cases.
1) Case-1: With TL: The dynamic response is shown in

Fig. 9 (subscript 0 depicts the nominal response while 20
represents the response to 20% perturbed TS-2 parameters).
The delay-dependent PI controller of Sonmez produces signif-
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Fig. 21. OPAL-RT based HIL setup Fig. 22. HIL results: Scenario-1 dynamic responses
with control efforts.

Fig. 23. HIL results: Scenario-2 dynamic responses
with control efforts.

Fig. 24. HIL results: Scenario-3 dynamic responses
with control efforts.

Fig. 25. HIL results: Scenario-4 dynamic responses
with control efforts.

Fig. 26. HIL results: Scenario-5 dynamic responses
with control efforts.

icantly large oscillations in the nominal case, which diverge
in the perturbed scenario. Although PIDD2 [5], PIDA [21]
and FIMC-PID [23]produces a stable response, their responses
are quite slow compared to the suggested TFC. A matching
tendency is observable in the control effort comparison, where
it is evident that the suggested method results in smoother
control action in contrast to relatively oscillatory outputs from
PIDD2, PIDA, FIMC-PID and PI controllers. Such abruptions
in control efforts lead to actuator saturation and hence are
not recommended for practical design. The superiority of
the controller is demonstrated by the improved performance
measures, as observed in Table V in case-1.

The condition for robust stability assessment, as discussed
in Section III-B, is applied to the control methods of [5],
[21], [23] and [8]. It is evident from Fig. 11 that the method
reported in [8] does not satisfy the stability criteria for
20% perturbations in the TS-2 parameters. This explains the
unstable nature of the plots for [8]. Additionally, the FIMC-
PID strategy violates the robust stability criterion for area-1,
which explains its relatively oscillatory response compared to
TFC in the presence of perturbations.

2) Case-2: With TL and location attack: Location-based
attacks pose a signi�cant risk to the security and dependability
of cyber-physical AGC systems. This attack is introduced
through the point of load disturbance and is simulated using
(7) considering 2 < �a < 5. These random load disturbances
(located at [-1,1]) introduced by the attacker result in a sudden
increase in frequency de�ections and power deviations of
the cable, as noted in Fig. 12. However, the suggested TFC
restores the normality of the system and ensures that frequency
changes are within tolerable limits. Based on Fig. 12, it is fair
to say that TFC completely mitigates the effects of location
attacks under TL.

3) Case-3: With TL and strategic attack : An outsider ma-
nipulates the ACE channel in a deliberate attempt to introduce
a tainted input in both regions. The modi�ed form of ACE is
achieved in the time interval �a 2 (100s; 150s), as speci�ed
in (8) by considering � = 5 [23]. The ability of TFC to
withstand strategic attacks is clearly seen in Fig. 13, where
both the power and frequency deviations of the linked line are
rapidly restored to their normal levels. The PI controller of [8]
produces large oscillations during the attack interval. PIDD2
[5], PIDA [21] and [23] produce a stable response, but at the
cost of signi�cantly higher control efforts (ref. Fig. 13).

4) Case-4: With TL and resonance attack: For this attack,
a particular value of xf is set to 0.3 and a phase delay of
 is chosen as -0.25 [23], as explained in Section II-B. Like
in the previous case, the PI of [8] once again produces an
oscillatory response post-attack, as visible in Fig. 14. The
control efforts of [5], [23] and [21] are even greater to achieve
the desired output response than in the previous cases. The
error performance measures also show a great improvement
for the suggested TFC over the reported works (see Table V).

Remark-3: The controller is not intended for any particular
attack; therefore, the stability analysis (Theorem-1) excludes
any attack parameters. The TFC’s resilience in managing
frequency and tie-line power disruptions against three bench-
mark attack types is shown using the same controller settings
(Table IV). Moreover, the above-described facts are proved by
simulating strategic and resonance attack models with varying
� and xf parameters in Fig. 15 which clearly demonstrates
that the suggested controller can re-establish system stability
in the face of detrimental FDI attacks. Notwithstanding the
increased frequency deviations induced by more signi�cant
attack models, it is noteworthy that the system’s normalcy is
reinstated within the same time frame, regardless of the values
of � and xf , hence preserving the system’s stability.
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5) Case-5: With TL and thermal nonlinearities: Due to
the dynamics of the boiler (BD) [25] associated with the
thermal power plant, the nonlinearities of pressure controls,
boiler storage and fuel injection systems become inevitable.
Other prevalent thermal non-linearities include the governor
dead band (GDB) and the generating rate constraint (GRC), as
shown in Figs. 1b and 1c. The aforementioned non-linearities
are studied and the resulting dynamic responses are compared
with those of PIDD2 [5], PIDA [21] and PI [8]. It is observed
from Fig.16 that the PIDD2 strategy controls the frequency
deviation in both areas at the cost of an exorbitantly high
control action. Large spikes in control efforts can result
in actuator saturation and affect its practical feasibility. In
contrast, the proposed TFC results in enhanced performance
with smooth control action compared to PI, PIDD2, PIDA and
FIMC-PID.

6) Case-6: With TL and renewables: In the present day
and age, the penetration of renewable sources into the grid is
increasing. Thus, it becomes apparent to test the suggested
TFC amid these sources. In this work, renewable sources
(wind/solar) are modeled as �rst/second order transfer func-
tions (Fig. 1(b)) as they can represent the dynamics of many
real-world complex systems with either of the above models
[25]. Also, the solar irradiance and wind pattern (shown in
Fig. 17) are taken from standard IEEE datasets [34] which
are openly available for research purposes [3], [17]. They take
into consideration the intermittent nature of renewable sources.
Solar PV (SPV) is considered in Area-1, while wind power
is integrated in Area-2. From the dynamic response shown
in Fig. 18, it is once again noticed that the proposed TFC
outperforms FIMC-PID, PIDD2, PIDA and PI in handling
intermittency offered by these renewable sources, with PIDD2
requiring absurdly large control demands, while PI failing to
provide a reliable oscillation-free response.

C. Simulation study on modi�ed IEEE 39 bus system under
attack

A renewable integrated IEEE 39-bus system is chosen as
the test system [35] to study the proposed control strategy in
a realistic power system setting. This system has 10 generators,
19 loads, 34 transmission lines, and 12 transformers. Fig. 19
illustrates the single-line diagram of this system. It is seg-
mented into a three-area power system, and a single generator
in each area is responsible for the AGC. These generators
responsible for AGC are G3 (in area 1), G7 (in area 2), and
G9 (in area 3). Each region considers a Westinghouse electro-
hydraulic speed-governing system devoid of steam feedback
and with GDB and GRC non-linearities [35]. Similar to the
two-area model investigated in test systems 1 and 2, the ith
area plant model (Gpi) is derived with a droop characteristic
of 1/R as per (2). An inherent TL of 2.5 s and �PL of 1%
are considered in all control areas. An SPV [36] is connected
to bus 9 in area 1. [35] mentions the generator, load and line
parameters for this test system, which is summarized in Table
VI.

Remark-4: In Fig. 19, two tie-lines exist between areas 1
and 3 (the transmission links connecting bus 1 to bus 39 and

bus 3 to bus 4). These lines correspond to a single tie-line
and the AGC scheme is implemented solely to regulate the
exchange power of the analogous tie-line [35].

A resonance attack is introduced in area 1 of the investigated
39 bus system. The attack speci�cations are kept similar to
those studied in the previous section. The control methods
of [21] and [23] are also applied to the 39 bus system for
comparison. For the sake of fairness in this comparison, the
optimal operating controller settings of [21] and [23] are
obtained utilizing the same procedure deliberated therein i.e
golden jackal optimizer (GJO) for [23] and SDOA for [21].
Using the suggested method, Fig. 20 (a) shows the CRB
plots for all three control areas that compute 0 < Ki < 10
and 0 < Kd < 15. The �f in all the three areas are
satisfactorily regulated by the suggested I�D1�� controller
under the resonance attack scenario, as vindicated by Fig. 20
(b), (c) and (d).

D. Real-Time veri�cation Using OPAL-RT

The simulation case studies conducted on TS-2 on the
MATLAB and SIMULINK 2020a platforms are validated on
an OPAL-RT (model no. OP5700) simulator using the HIL
testing technique. Fig. 21 shows the HIL test setup. PIDD2
control strategy [5] with its original settings (as given in Table
IV) is considered for the comparative study and validation. It
should also be noted that the control efforts (Ui) of PIDD2
are band-limited before it is subjected to HIL veri�cation. The
study includes the following scenarios:

1) Scenario-1: Location attacks: : The details of this at-
tack are already discussed in Section III-C. The suggested
controller completely outperforms the other controllers and
mitigates this attack in real-time validation, as evident in Fig.
22.

2) Scenario-2: Strategic attacks: : Following the attack
description detailed in Section III-C, it is observed that the
control signals of PIDD2 [5] are again unbounded (Fig. 23).
The suggested controller is least affected by the attack signal
due to its robust nature.

3) Scenario-3: Resonance attacks: : In this scenario, the
real-time control efforts of [5] are unbounded. Although the
frequency deviation for [5] during the duration of the attack
is slightly better than proposed (Fig. 24), the former, with its
unacceptable range of control efforts, cannot be recommended
should such an attack scenario prevail.

4) Scenario-4: Thermal non-linearities: : Nonlinearities
in thermal power plants, including GDB and GRC, have a
signi�cant impact on dynamics, as already explained. It is
once again vindicated in the real-time scenario (Fig. 25) that
the suggested controller performs satisfactorily in the presence
of such practical constraints.

5) Scenario-5: Solar and Wind Integration: : Solar and
wind data sets (Fig. 17) were studied. It is only appropriate to
subject them in real time to examine their intermittent dynamic
behavior. Like in the case of simulation, the control efforts of
[5] are very abrupt and irregular compared to fairly smooth
efforts offered by the suggested scheme (Fig. 26).
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V. CONCLUSION

The proposed tri-parametric fractional controller (TFC) ef-
fectively addresses critical challenges in dual-area thermal
power systems, including network latency and cybersecurity
threats. By combining the bene�ts of PI and PD controllers,
the TFC improves system robustness and ef�ciency, success-
fully mitigating various disturbances. The application of the
complex root boundary method and the equilibrium optimizer
algorithm further contributes to the reliability and performance
of the system. The integration of renewable energy sources and
the assessment of the system’s robustness through uncertainty
norms and sensitivity functions underscore the controller’s
versatility and adaptability to modern energy demands. The
successful real-time veri�cation on the OPAL-RT platform
con�rms the practical applicability of the TFC and marks
a signi�cant advancement in intelligent control systems for
industrial applications. Recognizing the wide and constantly
growing variety of attacks is essential. Consequently, it could
be dif�cult to say with certainty that our suggested approach
can manage all possible cyber attacks. There may be speci�c
kinds of assaults from the denial-of-service scenario in which
the suggested approach might not be successful. Additionally,
the current work can be expanded to address overcome uniden-
ti�ed disruptions by using appropriate estimation methods.

APPENDIX

FROM RIMC [1] TO TFC : DEALING WITH LATENCY

The RIMC strategy provided in [1] is meant for stabilizing
processes with latency. The ef�cacy of this RIMC strategy is
demonstrated on a family of unstable and integrating type pro-
cesses with latency in [1], thereby highlighting its versatility
and adaptability. While attempting to design LFC strategies
for modern power systems, communication latency must be
taken into consideration.

Dealing with processes with latency

The RIMC design [1] begins with modelling a process with
latency as follows:

G (s) =
e��s

a2s2 + a1s+ a0
(A1)

The relocation principle of [9] is used to reposition G(s)
into a second-order frequency shifted system G (s� �) with
latency �. In [9], the mathematical basis for this repositioning
is clearly explained. Accordingly, a controller designed using
G (s� �) is expected to achieve better robustness than the
one designed using G(s). Hence, (A1) is pole-repositioned as
follows:

G2 (s� �) = ~G2(s) =
e��s

~b2s2 + ~b1s+ ~b0
(A2)

where ~b0, ~b1 and ~b2 are coef�cients of the repositioned
positioned model, which are expressed as

~b2 = e��� b2; ~b1 = e���(b1 � 2b2�)
~b0 = e���(b2�2 � b1�+ b0)

�
(A3)

Applying IMC technique on (A2) C1(s) is expressed as

C1 (s) =
Hf (s)

n
~G2 (s)

o� (A4)

where
n

~G2 (s)
o�

is the inverting component of ~G2 (s) and
Hf (s) is the low-frequency pass �lter with tuning parameters
�1 and �2. Hf (s) is expressed as

Hf (s) =
�1s+ 1

(�2s+ 1)2 (A5)

Substituting (A5) in (A4) yields the �nal expression of C1(s)
as

C1 (s) =

�
~b2s2 + ~b1s+ ~b

�
(�1s+ 1)

(�2s+ 1)2 (A6)

This relation in (A6) is further expressed as a realizable
controller with a suitable �lter [23]. Moreover, this controller
is extendable for a wide range of processes, including thermal
power plant-based cyber-physical systems with latency.

EO for controller tuning

As the EO is known for its enhanced convergence character-
istics compared to many of its contemporaries, it is adopted to
�ne-tune the controller parameters (Kc, �, �1, and �2), such
that a suitable balance between robustness and performance is
achieved. Especially while dealing with higher-order systems
and systems with signi�cant nonlinear behaviour, the EO
has proved to be a tangible solution. Thus, better transient
and steady-state responses could be achieved under nominal
and perturbed conditions. Notably in [1], the EO �ne-tuned
the RIMC controller parameters for challenging benchmark
models of inverted pendulum, minimizing oscillations and
enhancing disturbance rejection capabilities.

Fractional controller with simplicity of PID

Irrespective of the enhanced performance reported by [1] in
dealing with latency, it is worth designing a single controller
that serves as an alternative for the double loop scheme
of [1] in stabilizing processes with latency and achieving
satisfactory dynamic performance. Though fractional order
controllers are preferred for their extra degree of freedom,
associated �exibility in tuning, and enhanced robustness, they
increase the number of tuning parameters, thereby adding
to their complexity. In pursuit of simplicity and practical
feasibility, [24] presents the fractional order integral derivative
controller with three parameters (like PID) as an alternative
for the double loop schemes. Also, the aforementioned tri-
parametric fractional controller overcomes the demerits of its
competitors by retaining the simplicity of PID. Hence, it is
worth exploring the ef�cacy of the same in a cyber-physical
modern power system with latency, nonlinearities, renewable
penetration of intermittent nature, and stealthy cyber threats.
The same EO can be used to tune the parameters of this
tri-parametric controller. However, unlike an arbitrary search
range used in [1], a complex root boundary-based stability
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region serves as a search range for the EO for tuning the
TFC. Just like the RIMC-based dual-loop design of [1], the
stability of the system is studied under signi�cant parameter
uncertainties by verifying the following:

T (j!)GCS(j!) < 1 8! (A7)

where T (j!) is the complementary sensitivity transfer func-
tion, whereas GCS(j!) is the uncertainity norm bound [9].

TFC: an alternative for RIMC-based dual-loop
The present work extends the �ndings of [1] by:
� Broadening the scope to include higher-order systems

with latency (modern thermal power plant-based cyber
physical system with nonlinearity and renewable pene-
tration).

� Providing a deeper theoretical and empirical evaluation
of robustness and performance under varied process con-
ditions.
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