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Abstract— The Internet has played a key role in changing
how we interact with other people and how we do business
today. As a result of the Internet, electronic commerce has
emerged, allowing businesses to more effectively interact with
their customers and other corporations inside and outside their
industries. The internet can be seen as a truly global
phenomenon that has made time and distance irrelevant to
many transactions. One industry that is using this new
communication channel to reach its customers is the banking
industry. The transformation from traditional banking to e-
banking has been a leap change. The electronic banking system
addresses several emerging trends such as 'customers' demand
for anytime, anywhere service, product time-to-market
imperatives and increasingly complex back-office integration
challenges. However, the increase in the use of ICT facilities
results in the increase of criminal activities like spamming,
credit card frauds, ATM frauds, phishing, identity theft, denial
of service and other security bridges have lent credence to the
view that ICT is contributing to crime in the banking sector. The
challenges that oppose electronic banking are the concerns of
security and privacy of information. This study discusses
security issues associated with internet connectivity, focusing on
three main areas: confidentiality, integrity, and availability of
information. Vulnerabilities that companies are exposed to,
such as a virus, malware, phishing, Trojan horse, exposes a
'company’'s information assets to attacks. It also discusses
preventive measures that organizations should implement in
order to protect a company from such threats. Finally,
recommendations are made for the decision-makers to consider
when making decisions regarding data and information security
on financial organizations.

Keywords— Confidentiality, Integrity, Availability, Online
Threats, Computer Crime, Information Security, Formulate
Policies.

I. INTRODUCTION

The 21st century is invariably been equated to the Digital
era which has witnessed high proliferation and permeation of
ICT in all aspects of human livelihood, endeavors and
aspirations. ICT continues to bring about new initiatives,
innovations, tools and technologies covering a wide spectrum
of areas such as robotics and automation [1], [2], education
[11, [3], [4], [5], rescue missions [6], finance and security [7],
[8], intelligent vehicle and transportation systems [9], [10],
[11], [12] , gaming and simulations [13], [14] to name a few
prominent ones. Organizations today also know that
information technology is essential for not only the missions
and advancements from such domains mentioned but also for
gaining a strategic advantage in the marketplace. These have
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also placed a huge importance on the need for ICT skills and
competencies world-wide, with academics and researchers
investing a lot in designing and implementing the best suited
programs, curriculum and interventions to educate and upskill
the especially the students and the workforce [15]. However,
the growing usage of ICT and growing ICT competencies of
people has brought to light another related attribute [3]. It is
argued that the importance of information technology
invariably means that information security has also become
very important. According to [16], [17], and [18], breaches in
information security can result in litigation, financial loss,
damage to brands, loss of customer confidence, loss of
business partner confidence, and can even cause the
organization to go out of business [19].

Data breaches and cybersecurity crises are top concerns
for today's larger organizations. Unfortunately, small and
medium-sized businesses are not safe from such attacks,
either. [20] and [16] mentioned in the Cybercrime Magazine
that sixty percent of small companies go out of business within
six months of falling victim to a data breach or cyber attack.
These businesses have failed to adequately protect themselves
from online threats. With both the financial security and future
of the business on the line [21], it is crucial for organizations
of all sizes to have measures in place to monitor suspicious
network activity.

Security issues or threats to an organization cannot be
avoided. [22] and [23] state that threats comprised of motive,
access, and opportunity or outsiders having a desire to cause
damage as well as a means of affecting the target system.
While an organization's exposure to risk can never be
completely eliminated, all steps should be taken to minimize
exposure and limit the scope of the damage.

Tom Keenan, a professor at the University of Calgary,
stated that threats could come from anywhere and anytime.
For instance, in the United States, three North Korean hackers
[24] were indicted for allegedly creating and deploying
multiple cryptocurrency applications to steal and extort over
$1.3 billion cash from financial institutions and businesses
[25]. Another prime concern was when [26] reported that a
hacker tried to poison the water supply of Florida city by
remotely penetrating a computer-controlled water treatment
system and increased the amount of sodium hydroxide (lye).
Luckily, the plant operator saw an attempt and reduced the
level to normal and disabled the remote access program.

The ever-growing list of security breaches and threats
worldwide has attracted the attention of organizations and
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prompted them to invest in comprehensive data security,
including professional education and training for Data and
Information Security [27], [28]. Organizations have
implemented policies and procedures that may protect them
against security issues and vulnerabilities associated with
internet connectivity [17]. This includes the implementation
of security architecture which provides risk management for
the institution and coordinates the controls that reduce that
risk.

In the era of the Internet of Things, developed countries
have practically transformed the conventional household
items, educational tools and office equipment into internet-
enabled smart devices for added convenience and ease of use
[29]. The fact that so many devices are interacting in real-time
with users in cyberspace makes users more vulnerable to cyber
attacks than in the past [30].

Security challenges such as IoT Top Security Concerns:
Device Cloning, Sensitive Data Exposure, Denial of Service,
Unauthorized Device Access and Control, Tampering Data
are evident with the increasing use of IoT [31].

While Fiji has been subject to cyber attacks in the past
[32], [33], the recent cyber-attack on Fiji’s government
website is a clear indication that the pacific, particularly Fiji,
being the technically hub of the pacific islands faces imminent
threats [33]. As such, financial organizations are presented
with new cyber threats every day. There is a dire need for a
thorough evaluation of all existing cyber security mechanisms
to be tested, and new, needful solutions to be developed.

In this paper, the main contributions are as follows:

e Presenting a detailed and organized view of data and
information security concept with recent computing
threats globally and locally in Fiji. To the authors’
knowledge this is one of the first baseline studies
conducted in the area of data and information security
for Fiji.

e  Exploring the different attacks focusing on three main
areas; confidentiality, integrity and availability of
information in the banking sector.

e Determining the challenges
acceptance of e-banking.

faced during the

e Providing top six recommendations specifically
imperative to the banking sector security issues and
vulnerabilities.

The rest of the paper organization is as follows. Section 2,
discusses Information security and evolving cybersecurity
threats, presenting some international, regional and local cases
of attacks in the financial institution. Section 3, 4, 5
categorizes and discusses the core CIA Triad (Confidentiality,
Integrity, Availability) of information security. Section 6 and
7, provides main threats and vulnerabilities in banking and
finance sector that affects important aspect such as internet
banking, e-commerce, and credit card. Section §, impact on
bank and finance sector are introduced. Then in Section 9,
control measures bank sectors should take are discussed.
Then, Section 10, presents the authors’ recommendations that
are imperative for the banking sector and possible mitigation
solutions. Finally, conclusions are presented in Section 11.

II. INFORMATION SECURITY ISSUES

In the context of a changing global banking landscape,
where branch networks are shrinking, volumes of digital
payments are increasing, and payments are being processed in
seconds, fraudsters and scammers are creatively finding new
ways to steal from banks and their customers [34]. Security is
a fundamental requirement for all banks as customers expect
their investments, personal information, and credit details to
be secure [35]. While most fraudulent activities are currently
related to cards and payments, identity theft [26] and account
breaches are also on the rise. As a result, information security
in the financial sector is paramount [35], [37].

The Cyber Security Annual Report by [38] confirms that
more than half a billion Facebook users' records were found
exposed on unprotected Amazon cloud servers [39]. The
exposed data sets were collected and insecurely stored online
by third-party Facebook app developers. In relation to the Asia
Pacific, the report also highlighted that the personal medical
data of nearly one million people in New Zealand was exposed
in an intrusion to the systems of Tu Ora Compass Health
organization. A hacker under the name of “Vanda The God”
[40] threatened to sell the information. Investigations revealed
the systems were hacked on four different occasions [38].
Cyber exploits are more sophisticated, illusive, and targeted
than ever before. With cybercrime rates estimated to have
generated US$1.5 trillion in 2018 [41], navigating today's
complex cyber threat landscape requires comprehensive
cybersecurity. Computer Cyber Security Annual confirms that
the threat from computer crime and other information security
breaches continues unabated and that the financial toll is
mounting. This presents an example of the huge amount of
loss organizations have to go through due to poor information
security issues.

According to [42], a host of new and evolving
cybersecurity threats has the information security industry on
high alert. Ever-more sophisticated cyberattacks involving
malware, phishing, machine learning and artificial
intelligence, cryptocurrency and more have placed the data
and assets of corporations, governments, and individuals at
constant risk. A study by [43] recommends that all employees,
from the senior management to the junior subordinate, have
the responsibility to protect organizational information from
such threats. Top management members are accountable to
play imperative roles in steering information security
programs to ensure the confidentiality, integrity and
availability (CIA) of valuable organizational assets are
protected. They should be more involved to allow information
security to become an intrinsic part of corporate governance.

The pervasive use of the internet indicates that the impacts
of information security are far far-reaching and anyone can be
vulnerable from global to pacific to our nation. In 2017, the
Association of Banks of Fiji had indicated the discovery of a
skimming device at an ATM (Automated Teller Machine),
whereby fraudsters were gaining access to customer bank card
details through ATM skimming devices, hand-held skimming
devices and online shopping sites [44], [45] .

A card scanner is physically installed inside the ATM.
When a customer inserts a card to access cash or makes a
payment, the skimming device scans the card and captures the
card number. A secondary camera or overlayer is also
installed to capture the client's ATM PIN or an overlay
number pad inserted, which can also capture the PIN of the
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card as the client punches the card number using the secondary
number pad [45]. These are the two methods of illegally
accessing the client card details.

Fiji Financial Intelligence Unit (FIU) director Mr. Razim
Buksh detected the first skimming device case in 2003 [46].
Since then, an increasing rate of the same type of attack has
been taking place. For example, from June to December 2015,
more than 500 credit and debit cardholders were affected due
to the attack [47].

[46] also reported a major email compromise and email
spoofing cases in Fiji where in March 2018, an email account
of a local bank customer was compromised, and a fraudulent
payment instruction was sent to the local bank.

— Approximately FJ$575,000 was transferred to a
foreign bank account belonging to a cybercriminal syndicate
[46], [44].

— In September 2018, in a case involving cyber money
laundering, FJ$556,000 was fraudulently transferred from a
local business bank account to an offshore ""incorrect"" bank
account number. In this case, the foreign 'supplier's business

email was compromised [46], [44].

— In October 2018, proceeds of approximately
FJ$27,000 from the sale of investment shares of a local
investor residing abroad were remitted to a cybercriminal's
bank account in another country as a result of email
compromise of the investor [46], [44].

— In October 2018, an estate property settlement
proceeds totaling approximately FJ$845,000 was remitted to
the foreign bank account of a cybercriminal who pretended to
be the beneficiary of the estate. It appears that the email
accounts of the beneficiary and local party were
compromised.

— Since 2014, 39 businesses and individuals have lost
funds totaling $5 million in foreign remittance transactions to
cybercriminals through email compromise scams. Only
$169,000 was recovered [46], [44].

Every security control and every security vulnerability can
be viewed considering the core CIA Triad of information
security:

o Confidentiality,
e Integrity and
e  Availability

III. CONFIDENTIALITY:

Confidentiality measures protected information from
unauthorized access and exploitation. The banking sector
houses information that has a high degree of sensitivity.
“Confidentiality" refers to limitations of information access
and disclosure to authorized users and preventing access by or
disclosure to unauthorized wusers. In other words,
confidentiality is an assurance that information is shared only
among authorized persons or organizations. [35], [48] and
[21] state that maintaining confidentiality protection is most
important to businesses such as banks which keep financial
information of their clients. According to [48], a 'bank's duty
of confidentiality is a cornerstone of banking law. The
information available to a bank with regards to its customers
is often used in the daily operations of the banks and Fiji, bank

secrecy is governed by ss.27 of the Banking Act 1995 [49],
which clearly defines the confidentiality of information.
Privacy issues have received an increasing amount of attention
in the past few years, placing the importance of confidentiality
on protecting the personal information maintained in
automated systems by government agencies and private-sector
organizations.

[36] stated that a crucial aspect of confidentiality is user
identification and authentication. Identification of each
system user is essential to ensuring the effectiveness of
policies that specify who is allowed access to which data
items. Accessing important information by the wrong group
of users can lead to data manipulation and millions of dollars
to the concerned organization [4]. Therefore, confidentiality
must be well defined, and procedures for maintaining
confidentiality must be carefully implemented. For Westpac
Banking Corporation Fiji, its clients' personal information is
protected and bounded by the Australian Privacy Act 1988 of
Australia '('"Privacy 'Act’).

Confidentiality is related to the broader concept of
information privacy: limiting access to 'individuals' personal
information. Authentication methods, like user IDs and
passwords that identify users, can help reach confidentiality.
Other control methods support confidentiality, limiting each
identified ‘user's access to the data 'system's resources.
Additionally, critical to confidentiality (also to integrity and
availability) are protection against malware, spyware, spam,
and other attacks.

IV. INTEGRITY:

The challenge of any security program is to ensure that
data is maintained in the state that users expect. A critical
requirement of commercial data processing is to ensure data
integrity to prevent fraud and errors. The concept of
“Integrity" relates to the trustworthiness of information
resources. It is used to ensure that information is sufficiently
accurate for its purposes. The information should be authentic
and complete. Although the security program cannot improve
the accuracy of data added by users, it can help ensure that any
changes are intended and correctly applied [50], [48]. An
additional element of integrity is the need to protect the
process or program used to manipulate unauthorized
modification data. It is imperative, therefore, that no user be
able to modify data in a way that might corrupt or lose assets
or financial records or render decision-making information
unreliable.

Examples of commercial systems that require a high level
of integrity include credit reporting systems, production
control systems, and payroll systems. As with the
confidentiality policy, users' identification and authentication
are key elements of the information integrity policy. Integrity
depends on access controls; therefore, it is necessary to
positively and uniquely identify all persons who attempt
access [50].

[50] and [48] further identified that banks utilize a fusion
of authentication, encryption and auditing mechanisms to
assure that there is the safeguarding of the privacy,
confidentiality, and integrity of transactions and information
that is exchanged, disclosed, shared, stored, or used in online
banking systems. The combinations of these mechanisms
function as a formidable barrier to guard against the
penetration and abuse of systems in any form. Among the
mechanisms used are:
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e secure sockets layer (SSL) channel

e  128-bit Encryption

e username & password protection and authentication
e firewalls, and

e account-locking

Series of independent security audits are conducted to
ensure that all mechanisms are systematically tested to protect
and safeguard against known security issues and prevent any
form of tampering or theft of information or threats to
transactions.

V. AVAILABILITY:

The third part of CIA Triad is Information availability.
“Availability" means that information can be accessed and
modified by anyone authorized to do so in an appropriate
timeframe. [51], [50], [48], [36] discussed that threats to
information availability are:

e  Denial of service.

e Lossofdata processing capabilities because of natural
disasters (e.g., fires, floods, storms, or earthquakes) or
human actions (e.g., bombs or strikes).

Physical, technical, and administrative issues are
important aspects of security initiatives that address
availability [51]. Considerable effort is being devoted to
addressing various aspects of availability. The availability of
network components that achieve security strategies such as
WAF, IPS, IDS, external firewall, internal firewall, DDoS
protection device, DMZ, application layer and security layers
and perimeter defense are the paramount solution to mitigate
risks. A sign that availability is a primary concern is that
increasing investments are being made in disaster recovery
planning combined with alternative-site processing facilities
[51]. In addition, [51], [52] states that known threats to
availability can be expected to continue and new threats may
emerge as technology evolves, making it quicker and easier
for users to share information resources with other users, often
at remote locations [19].

VI. MAIN THREATS AND VULNERABILITIES IN BANKING AND
FINANCE SECTOR THAT AFFECTS IMPORTANT ASPECT SUCH
AS INTERNET BANKING, E-COMMERCE, AND CREDIT CARD

The way of conducting banking transactions by clients has
been changed by using electronic banking services, and
accordingly, there is less need to visit the bank personally to
perform activities of banking [53]. However, there is a need
to assess the threats and vulnerabilities impacting the online
services of a bank. According to [54], security is a major
problem in the adoption of internet banking and
approximately 72% of respondents in their survey stated that
they are concerned about the safety of access to financial data
on a mobile device. As the various researches from around the
world give credence to these challenges, the situation is the
same for Fiji where threats and opportunities arise faster and
more often after it has embraced internet banking [33], [32].

In the research by [54], the types of attacks that affect
online and mobile banking are indicated as follows:

e Social Engineering: It is the most commonly used
attack type that does not require any computer system.
Social engineers can identify themselves as bank

representatives or system administrators and may get
sensitive information from the wuser. Social
engineering is one of the most effective phishing
methods. Voice phishing (vishing) specifically targets
mobile applications and in 2014, UK bank customers
lost $24 million from vishing attacks.

e Port Scanners: Attackers can use port scanners to
identify entry points to a system. The main purpose of
a port scanner, to collect information about hardware
and software that the system is running, thus an attack
plan can be developed by the attacker.

e Packet Sniffers: Connection between a user's
computer and a web server can be sniffed to collect a
large amount of data about the 'user's credit card
information and passwords. It is advisable to use a
Secure Socket Layer connection to prevent this attack.

e Password Cracking: Brute Force is one of the most
important password cracking attacks in breaking non-
strong passwords. Other password cracking methods
use hash tables to decode password files.

e Trojans: In terms of E-Commerce security, Trojan
software is considered the most harmful attack.
Trojans can be installed to track e-mails, instant
messages, database communications, and many other
services.

VII. OTHER INTERNET BANKING VULNERABILITIES

Weak passwords are one of the easiest ways for hackers to
break into a system. Users normally choose something easy to
remember (and as such, easy to guess or crack) and use it for
all website credentials [55]. Moreover, users dislike changing
their passwords and will use simplistic recycled variations of
the same password if forced to do so. If a hacker manages to
steal a password from an insecure site, he can access any
account that the password unlocks [56].

Another vulnerability can be in the form of a lack of
relevant education, awareness and training of staff but also the
need for continuous upskilling in light of the dynamic nature
of the banking sector and its threats. The biggest threat comes
from insiders'. Given the extensive use of information
technology by banks, the risk of unauthorized access,
disclosure, and information modification by insiders or
employees of banks is high. Even unintentional errors could
have undesirable implications [53]. [54] states that ""many, if
not most, inside breaches, are neither caused by disgruntled
employees nor by student interns on harming. The sources are
people who either are not aware of the security threats or are
wrongly relying on someone else to deal with them or are not
adequately skilled to address them. Unfortunately, potential
intruders are all too aware of this human vulnerability and they
take advantage of it in a big way.

Phishing is just one of the many frauds on the Internet,
trying to fool people into parting with their money. Phishing
attack refers to the most defiant security threats that are often
perpetuated by conning user's information, whereby personal
information is inadvertently disclosed, sensitive information
is deleted, and other related resources are destroyed. [57].
Customers are directed to a fraudulent replica of the original
institution's website when they click on the links to enter their
information, and so they remain unaware that fraud has
occurred [53]. The fraudster then has access to the customer's
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online bank account and the funds in that account. In some
cases, pop-up windows appear in front of a copy of a genuine
bank website. The real website address is displayed; however,
any information that is typed into the pop-up directly goes to
unauthorized users [57], [53].

The attacker can also install a Trojan, such as a key logger
program, on a 'user's computer. This happens when users visit
certain websites and download programs. As they are doing
this, the keylogger program gets installed in parallel on their
computer without their knowledge. When users log into their
'bank's website, the information keyed in during that session
will be captured and sent to the attacker. Here, the attacker
uses the Trojan as an agent to piggyback information from the
'user's computer to his backyard and make any fraudulent
transactions whenever he wants. [40], [38].

Furthermore, in the Man-in-the-middle attack, the attacker
creates a fake website and catches the attention of users to that
website. Normally, the attacker can trick the users by
disguising his/her identity to make it appear that the message
was coming from a trusted source. Once successful, instead of
going to the designated website, users do not realize that they
actually go to the 'fraudster's website [46]. The information
keyed in during that session will be captured and the fraudsters
can make their own transactions at the same time. [40]

In addition, email spoofing, which refers to an email that
appears to have originated from one source when it was
actually sent from another source, is another threat from
hackers [47].

Attacks involving malware are a factor in online financial
crime as well. Malware is the term for maliciously crafted
software code. They replace a 'bank's legitimate website with
a page that can look identical, except that the web address will
vary somehow. Such a ""man-in-the-middle attack"" site
enables an attacker to intercept user information [46]. The
attacker adds additional fields to the copy of the web page
opened in the browser. When an individual submits the
information, it is sent to both the bank and the malicious
attacker without his/ her knowledge.

A denial-of-service attack (DoS attack) or distributed
denial-of-service attack (DDoS attack) generally consists of
the concerted efforts of a person or people to prevent an
Internet site or service from functioning efficiently [40]. The
flood of incoming messages to the target system essentially
forces it to shut down, thereby denying the service of the
system to legitimate users. [52] mentions that although a DoS
attack does not usually result in the theft of information or
other security loss, it can cost the target person or company a
great deal of time and money. A denial-of-service attack can
also destroy programming and files in affected computer
systems. In some cases, DoS attacks have forced websites
accessed by millions of people to temporarily cease operation
[40], [51]. Perpetrators of DoS attacks typically target sites or
services hosted on high-profile web servers such as banks and
credit card payment gateways.

VIII. IMPACT ON BANK AND FINANCE SECTOR

According to [61], when an attack occurs, the time and
efforts of IT staff are devoted to dealing with the problem
instead of managing other IT operational and security
priorities. This leaves financial institutions open to more
dangerous attacks that further compromise their
infrastructure. [48]

Classified data and information are compromised when
vulnerabilities are exploited. These data may be in the form of
customer and employee details and critical bank information,
which are crucial to the bank's continuous operation [44]. If
information security policies and procedures are not
implemented and enforced, the banks will likely divert more
IT resources [38], [43] towards resolving these security
attacks. Consequently, the systems are exposed to further and
maybe more serious attacks that subsequently lead to further
financial losses and curtailed reputation.

For example, when bank websites are disrupted, customers
are frustrated as they cannot access their online accounts.
Slow responses to website outages caused by bank cyber-
attacks may lead to the loss of bank website customers.

The technology risks have a direct impact on a bank as
operational risks and can also exacerbate other risks like credit
risks and market risks. Given the increasing reliance of
customers on electronic delivery channels to conduct
transactions, any security-related issues have the potential to
undermine public confidence in the use of e-banking channels
and lead to reputation risks to the banks [48].

IX. CONTROL MEASURES BANK SECTORS SHOULD TAKE

Determining the exact requirements for security for a
given organization is essential for implementing the proper
security measures. Such measures are designed to protect
information systems from security breaches. Banks in Fiji and
beyond should put in place an information security policy and
review it periodically. Without policies, standards,
procedures, and guidelines, there is no general security
framework or foundation, therefore, exposing gaps and
opportunities for frauds and scams. The policy establishes
technology selection and how it will be configured and
implemented. Policies are the consensus among people,
especially important between all layers of corporate
management. The policy can ensure that the security manager
and his or her peers apply security technology with the proper
emphasis and return on investment for the good of the
business [49].

For example, banks should conduct thorough background
checks before hiring employees. Appropriate recruitment
procedures can prevent the hiring of people who are likely to
violate security policies. A thorough background investigation
should be conducted, including checking the applicant's
criminal history and references. Although this does not
necessarily screen individuals for honesty and integrity, it can
help identify areas that should be investigated further.

As stipulated in all banks' policies, standards, procedures
and guidelines, the key to protecting an internet banking
account is selecting a strong password and protecting it.
Implementing a strong password policy includes developing
and enforcing the policy and educating employees about how
they should be protecting their passwords. Using a strong
password will decrease hackers' likelihood of cracking the
password and gaining access to the account. It should be
ensured that the password to access the company's accounts is
not the same as any other password used since not every site
maintains the same level of security a bank does. Thorough
control of passwords is an easy and effective first step in
maintaining and protecting information Security [44] [40],
[38].
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The Internet banking system needs to be secured by using
industry-standard methods that ensure the privacy of
transactions during transmission. One such method is through
the use of Encryption [50], [37]. All communication between
the 'customer's browser and the Internet banking sites should
be encrypted using encryption technology to ensure
confidentiality, integrity, and authenticity of transactions
performed on the site.

Lastly, the 'scramble pad' feature can be included in the
Internet banking login page to help protect information
entered at the customer's access control systems. Scramble
pad is where the letters are scrambled to different numbers
each time user logs on so that each logon appears unique.
Using the scramble pad becomes more difficult for key-
logging viruses, which may have been inadvertently
downloaded onto the customer's workstation, from
compromising their access codes. The use of the scramble pad
enhances customer information protection and reduces the
possibility of unauthorized transactions occurring on their
accounts.

X. RECOMMENDATION

Measures to be taken for security risks are important after
understanding the security vulnerabilities in the banking
sector. Listed below are our top six recommendations that
banks in Fiji should apply. These recommendations are
equally relevant to banks in other developed and developing
countries.

1) Management Support for IT Security Policy: [43]
states that ""management support for proper security software
implementation, configuration, continued maintenance, and
research and development of new security technologies is
critical"". The CEO must sign a formal security policy to
confirm that the company is not only concerned about
security, but the relevant security policies are duly
implemented and followed with constant monitoring and
periodic reviews. The management must ensure that all staff
members understand and comply with the policy and such
responsibilities need to be laid out in the policy itself to
remove any misunderstanding [43].

2) Implementation for IT Security framework
Standards: Security policy and requirements must be
followed by all stakeholders. [51] highlights that ""Not only
is the job not done once the policy is written, but ensuring that
every employee, customer, vendor, constituent, or stockholder
knows and understands policy is essential. Training and
upskilling employees on company policies and keeping
records are critical. In addition, the consequences of security
breaches should be specified and published. All those
involved should be made aware that (intentional or
unintentional) disregard for security requirements will incur
disciplinary safeguards. To underline this, in each case it
should be clearly noted (for example, in the organization's
security policy) what consequences may be expected "IT
security is an ongoing process." This statement sums up the
core problem: most of the tasks associated with IT security
must be repeated regularly. Every safeguard identified should
be examined to establish whether it needs to be implemented
only once or must be repeated at regular intervals. [39].

3) Banks should have formal procedures in place for
data backup and recovery: This is to ensure they have access

to essential information in the event that data has been lost or
compromised. Organizations that implement information
backup correctly and periodically, will experience minimal
downtime and smooth recovery in the event of a failure [50].

4) Build and Implement a Security Awareness
Program: Organization needs to develop a plan to ensure all
its employees have the knowledge they need to make the right
decisions and set up the infrastructure necessary to share new
threats as they emerge and get everyone invested in
organizational security. The bank needs to train Employees
to recognize Phishing and Social Engineering Attacks. Apart
from these, the National Training Productivity Centre of Fiji
National University offers a range of industry-based IT-
related courses focusing on security. Some of these courses
include:

a.  IT Security Awareness Training,

b.  CompTIA Security+,
c.  Essentials of Network and Systems Administration,
d.  Windows Server Administration,

e. Disaster and Business

Planning.

Recovery Continuity

5) Increase Prescriptive Approaches to online threats
and vulnerabilities: Preventative measures already in use
include firewalls, antiviral and anti-malware applications and
vulnerability scanning. However, defences can be boosted by
implementing other intelligence-driven measures, such as the
use of artificial intelligence (Al), already applied in
strengthening authentication methods via biometric logins for
multi-factor authentication (MFA). One example is the use of
fingerprints to verify payments from digital wallets such as
Apple Pay or Google Pay [51]. Another instance is the
combination of Al and Machine Learning (ML) to detect and
prevent potential phishing threats (which are one of the most
common cyber-attacks on banks) in real-time.

6) More Complex, Sophisticated security measures and
technology investment: As the world becomes more digital,
security measures need to be more complex and sophisticated
than ever, while also being constantly updated. The
technologies that protect against external threats can be used
alongside other measures to address internal threats such as
employee errors and outdated legacy systems. Deep learning
models have found to be effective in creating strategies for
better cybersecurity [52]. But most importantly, firms need to
instil a culture that keeps data secure is everyone's job,
including employees and customers.

XI. CONCLUSION

To conclude Internet connectivity can be extremely
valuable to a banking organization in Fiji, but using it involves
many security risks. Information security is not just about
technological controls but also managerial and administrative
controls.

Security cannot be achieved solely through the application
of software or hardware. Any attempt to implement
technology controls without considering the cultural and
social attitudes of the Fiji corporation is a formula for disaster.
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Although the paper has been reviewed thoroughly, there
are some limitations in terms of collecting precise information
due to the nature of the selected topic security. The businesses
in Fiji have been interviewed however confidentiality is
strictly maintained to avoid any vulnerabilities. Regardless to
say, this paper sets a benchmark framework for future
researches to strengthen the security issues in the South
Pacific.

The best approach to effective security is a multi-layered
approach that encompasses both technological and non-
technological safeguards. Ideally, these safeguards should be
used to achieve an acceptable level of protection while
enhancing business productivity. Security technology alone
cannot eliminate all exposures. Therefore, security managers
must integrate themselves with existing corporate support
systems so together with their peers, they should develop
security policies, standards, procedures, and guidelines that
form the foundation for security activities. This approach will
ensure that security becomes a function of the corporation and
not an obstacle to business. There is no silver bullet, and any
array of measures taken can be through dialogue and in
reference to policies and standards, which of course is missing
at the moment in Fiji.

As discussed, the information security attacks of a banking
organization's assets have a high dollar impact, business
disruptions, loss of customer confidence, and negative
business reputation.

Implementing the most appropriate security measures in
organizations assists organizations to protect their information
assets and reduce security vulnerabilities. Therefore,
information places the most important role if there is a bridge
by an intruder into the banking system immediately the
firewall must be strengthened and message alerting the clients
of such attacks took place. Practically, the strategic decision-
makers of the banking industry especially of Fiji need to
develop more stringent information security strategies that
will increase the adoption of internet banking in Fiji. As
authors [51], [39] mentioned that with more services being
offered online and increasing the risk of data breaches, there
is now a greater emphasis to examine the importance of
information security in the banking sector.
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